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Notice

Information contained in this publication is subject to change without notice or obligation. While every effort has been made to ensure that the
information is accurate as of the publication date, Harmonic, Inc. assumes no liability for errors or omissions. In addition, Harmonic, Inc.assumes no
responsibility for damages resulting from the use of this guide.

License agreement and limited warranty

1. AGREEMENT: This is a legal agreement ("Agreement") between you ("you" or "your") and Harmonic, or its appropriate local affiliate ("Harmonic",
"we", "us" or "our"). Use of our product(s) and any updates thereto purchased or validly obtained by you (the "Products"), and/or the Software (as
defined below) (collectively, the "System"), constitutes your acceptance of this Agreement. "Use" includes opening or breaking the seal on the
packet containing this Agreement, installing or downloading the Software as defined below or using the Software preloaded or embedded in your
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System. As used herein, the term "Software" means the Harmonic owned software and/or firmware used in or with the Products and embedded
into, provided with or loaded onto the Products in object code format, but does not include, and this Agreement does not address, any third-party
or free or open source software separately licensed to you ("Third Party Software"). If you do not agree to this Agreement, you shall promptly
return the System with a dated receipt to the seller for a full refund.

2. LICENSE: Subject to the terms and conditions of this Agreement (including payment), we hereby grant you a nonexclusive, nontransferable
license to use the object code version of the Software embedded into, provided solely for use with or loaded onto the Product, and the
accompanying documentation ("Documentation") for your internal business purposes. The Software and any authorized copies are owned by us
or our suppliers, and are protected by law, including without limitation the copyright laws and treaties of the U.S.A. and other countries. Evaluation
versions of the Software may be subject to a time-limited license key.

3. RESTRICTIONS: You (and your employees and contractors) shall not attempt to reverse engineer, disassemble, modify, translate, create
derivative works of, rent, lease (including use on a timesharing, applications service provider, service bureau or similar basis), loan, distribute,
sublicense or otherwise transfer the System, in whole or part except to the extent otherwise permitted by law. The Software may be operated
on a network only if and as permitted by its Documentation. You may make one (1) back up copy of the object code of the Software for archival
purposes only. Evaluation Software will be run in a lab, nonproductive environment. Results of any benchmark or other performance tests may
not be disclosed to any third party without our prior written consent. Title to and ownership of the Software and Documentation, and all copyright,
patent, trade secret, trademark, and other intellectual property rights in the System, shall remain our or our licensors' property. You shall not
remove or alter any copyright or other proprietary rights notice on the System. We reserve all rights not expressly granted.

4. LIMITED WARRANTY: (a) Limited Warranty. We warrant to you that, commencing on your receipt of a Product and terminating 1 year thereafter,
the System will perform substantially in accordance with its then-current appropriate Documentation. The Product (including replacements) may
consist of new, used or previously-installed components. (b) Remedies. If the System fails to comply with such warranty during such period,
as your sole remedy, you must return the same in compliance with our product return policy, and we shall, at our option, repair or replace the
System, provide a workaround, or refund the fees you paid. Replacement Systems are warranted for the original System's remaining warranty
period. (c) Exclusions. EVALUATION SOFTWARE IS LICENSED ON AS-IS BASIS AND SUBJECT TO 4(d). We will have no obligation under
this limited warranty due to: (i) negligence, misuse or abuse of the System, such as unusual physical or electrical stress, misuse or accidents;
(ii) use of the System other than in accordance with the Documentation; (iii) modifications, alterations or repairs to the System made by a party
other than us or our representative; (iv) the combination, operation or use of the System with equipment, devices, software or data not supplied by
us; (v) any third party hardware or Third Party Software, whether or not provided by us; (vi) any failure other than by us to comply with handling,
operating, environmental, storage or maintenance requirements for the System in the Documentation, including, without limitation, temperature
or humidity ranges. (d) Disclaimers. We are not responsible for your software, firmware, information, or data contained in, stored on, or integrated
with any Product returned to us for repair or replacement. SUCH LIMITED WARRANTY IS IN LIEU OF, AND WE SPECIFICALLY DISCLAIM,
ANY AND ALL OTHER WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED
WARRANTIES OF SATISFACTORY QUALITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.
WE DO NOT WARRANT THAT THE SYSTEM WILL MEET YOUR REQUIREMENTS OR BE UNINTERRUPTED OR ERROR-FREE. NO
ADVICE OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED FROM US OR ELSEWHERE, WILL CREATE ANY WARRANTY NOT
EXPRESSLY STATED IN THIS AGREEMENT. Some jurisdictions do not allow the exclusion of implied warranties or limitations on how long an
implied warranty may last, so such exclusions may not apply to you. In that event, such implied warranties or limitations are limited to 60 days from
the date you purchased the System or the shortest period permitted by applicable law, if longer. This warranty gives you specific legal rights and
you may have other rights which vary from state to state or country to country.

5. LIMITATION OF LIABILITY: WE AND OUR AFFILIATES, SUPPLIERS, LICENSORS, OR SALES CHANNELS ("REPRESENTATIVES") SHALL
NOT BE LIABLE TO YOU FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR EXEMPLARY DAMAGES OF ANY KIND,
INCLUDING BUT NOT LIMITED TO LOST REVENUES, PROFITS OR SAVINGS, OR THE COST OF SUBSTITUTE GOODS, HOWEVER
CAUSED, UNDER CONTRACT, TORT, BREACH OF WARRANTY, NEGLIGENCE, OR OTHERWISE, EVEN IF WE WERE ADVISED OF
THE POSSIBILITY OF SUCH LOSS OR DAMAGES. NOTWITHSTANDING ANY OTHER PROVISIONS OF THIS AGREEMENT, WE AND
OUR REPRESENTATIVES' TOTAL LIABILITY TO YOU ARISING FROM OR RELATING TO THIS AGREEMENT OR THE SYSTEM SHALL
BE LIMITED TO THE TOTAL PAYMENTS TO US UNDER THIS AGREEMENT FOR THE SYSTEM. THE FOREGOING LIMITATIONS SHALL
NOT APPLY TO DEATH OR PERSONAL INJURY TO PERSONS OR TANGIBLE PROPERTY IN ANY JURISDICTION WHERE APPLICABLE
LAW PROHIBITS SUCH LIMITATION. YOU ARE SOLELY RESPONSIBLE FOR BACKING UP YOUR DATA AND FILES, AND HEREBY
RELEASE US AND OUR REPRESENTATIVES FROM ANY LIABILITY OR DAMAGES DUE TO THE LOSS OF ANY SUCH DATA OR FILES.
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO SUCH
EXCLUSIONS MAY NOT APPLY TO YOU.

6. CONFIDENTIALITY: Information in the System and the associated media, as well as the structure, organization and code of the Software, are
proprietary to us and contain valuable trade secrets developed or acquired at great expense to us or our suppliers. You shall not disclose to others
or utilize any such information except as expressly provided herein, except for information (i) lawfully received by the user from a third party which
is not subject to confidentiality obligations; (ii) generally available to the public without breach of this Agreement; (iii) lawfully known to the user
prior to its receipt of the System; or (iv) required by law to be disclosed.

7. SUPPORT: Updates, upgrades, fixes, maintenance or support for the System (an "Upgrade") after the limited warranty period may be available
at separate terms and fees from us. Any Upgrades shall be subject to this Agreement, except for additional or inconsistent terms we specify.
Upgrades do not extend the limited warranty period.

8. TERM; TERMINATION: The term of this Agreement shall continue unless terminated in accordance with this Section. We may terminate this
Agreement at any time upon default by you of the license provisions of this Agreement, or any other material default by you of this Agreement not
cured with thirty (30) days after written notice thereof. You may terminate this Agreement any time by terminating use of the System. Except for the
first sentence of Section 2 ("License") and for Section 4(a) ("Limited Warranty"), all provisions of this Agreement shall survive termination of this
Agreement. Upon any such termination, you shall certify in writing such termination and non-use to us.

9. EXPORT CONTROL: You agree that the Products and Software will not be shipped, transferred, or exported into any country or used in any
manner prohibited by the United States Export Administration Act or any other export laws, restrictions, or regulations (the "Export Laws"). You
will indemnify, defend and hold us harmless from any and all claims arising therefrom or relating thereto. In addition, if the Products or Software
are identified as export controlled items under the Export Laws, you represent and warrant that you are not a citizen, or otherwise located within,
an embargoed nation (including without limitation Iran, Iraq, Syria, Sudan, Libya, Cuba, North Korea, and Serbia) and that you are not otherwise
prohibited under the Export Laws from receiving the Software. All rights to the Products and Software are granted on condition that such rights are
forfeited if you fail to comply with the terms of this Agreement.

10. U.S. GOVERNMENT RIGHTS: The Software and the documentation which accompanies the Software are "Commercial Items," as that term
is defined at 48 C.F.R. §2.101, consisting of "Commercial Computer Software" and "Commercial Computer Software Documentation," as such
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terms are used in 48 C.F.R. §12.212 or 48 C.F.R. §227.7202, as applicable. Consistent with 48 C.F.R. §12.212 or 48 C.F.R. §§227.7202-1 through
227.7202-4, as applicable, the Commercial Computer Software and Commercial Computer Software Documentation are being licensed to U.S.
Government as end users (a) only as Commercial Items and (b) with only those rights as are granted to all other end users pursuant to the terms
and conditions herein. Harmonic, 2590 Orchard Parkway, San Jose, CA 95131, U.S.A.

11. GENERAL:You shall not assign, delegate or sublicense your rights or obligations under this Agreement, by operation of law or otherwise, without
our prior written consent, and any attempt without such consent shall be void. Subject to the preceding sentence, this Agreement binds and
benefits permitted successors and assigns. This Agreement is governed by California law, without regard to its conflicts of law principles. The U.N.
Convention on Contracts for the International Sale of Goods is disclaimed. If any claim arises out of this Agreement, the parties hereby submit
to the exclusive jurisdiction and venue of the federal and state courts located in Santa Clara County, California. In addition to any other rights or
remedies, we shall be entitled to injunctive and other equitable relief, without posting bond or other security, to prevent any material breach of this
Agreement. We may change the terms, conditions and pricing relating to the future licensing of our Systems and other intellectual property rights,
including this Agreement, from time to time. No waiver will be implied from conduct or failure to enforce rights nor effective unless in a writing
signed on behalf of the party against whom the waiver is asserted. If any part of this Agreement is found unenforceable, the remaining parts will
be enforced to the maximum extent permitted. There are no third-party beneficiaries to this Agreement. We are not bound by additional and/or
conflicting provisions in any order, acceptance, or other correspondence unless we expressly agree in writing. This Agreement is the complete and
exclusive statement of agreement between the parties as to its subject matter and supersedes all proposals or prior agreements, verbal or written,
advertising, representations or communications concerning the System.

Every reasonable attempt has been made to comply with all licensing requirements for all components used in the system. Any oversight is
unintentional and will be remedied if brought to the attention of Harmonic at support@harmonicinc.com.

Documentation conventions
In Harmonic documents, special symbols and fonts call your attention to important information.

DANGER:  The Danger symbol indicates information that, if ignored, can cause physical
harm to you.

CAUTION:  The Caution symbol indicates information that, if ignored, can adversely affect
the performance of your Harmonic product, or that can make a procedure needlessly
difficult.

NOTE:  The Note symbol indicates especially important information you need, or it may
provide additional information that applies in only some carefully delineated circumstances.

IMPORTANT:  The Important symbol indicates information that should stand out when you
are reading product details and procedural information.

TIP:  The Tip symbol indicates parenthetical information that is not necessary for
performing a given procedure, but which, if followed, makes the procedure easier,
smoother, or more efficient.

In addition to these symbols, this guide may use the following text conventions:

Convention Explanation
Typed Command Indicates the text that you type in at the keyboard prompt.

Ctrl, Ctrl + Shift A key or key sequence to press.

http://www.harmonicinc.com The italics in blue text to indicate Cross-references, and
hyperlinked cross-references in online documents.

Bold Indicates a button to click, or a menu item to select.

Screen Output
The text that is displayed on a computer screen.

Emphasis The italics text used for emphasis and document references.
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Chapter 1

Introduction

Design, create, configure, and manage video networks in geographically diverse broadcast, cable and
satellite network locations with NMX.

NMX is a video network management tool built on a scalable client/server architecture that runs on
Microsoft® Windows Server® 2019 with SQL Server® 2017. NMX software's four-step workflow allows
System Engineers to design, create, configure, and manage the network, while Operators can monitor
digital audio/video services and devices in geographically diverse broadcast, cable and satellite network
locations.

• NMX Architecture
• NMX Server
• NMX Database
• NMX Licensing support
• NMX Delivery Package
• NMX applications overview
• Accessing NMX documentation
• NMX workflow navigation

NMX Architecture
The NMX layered software architecture includes client/server applications, and embedded hardware and
software applications.

NMX saves device and service configurations to the ORS (Object Repository/SQL Server database) and
interfaces with Element Managers to control devices.
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NMX Server

Figure 1-1: NMX architecture

NMX Server
NMX Server is a PC-based computer running Microsoft SQL Server 2017. It can be provided by Harmonic
with a pre-configured Operating System (OS), database server and NMX Software, or the server can be
a custom hardware platform provided by customer. In the latter case, the platform and OS must comply to
minimum requirements described in the “NMX Server 8.5.x and later system requirements” section of the
NMX Installation Guide.

NMX ports can be configured in NIC teaming (Windows setting) and this confguration is compatible with
NMX server redundancy. Also applicable to NMX VM.

All internal and network communication between NMX applications, processes, and configurations is
through the ORS.

IMPORTANT:  Installing the NMX Client will install the GUI application software and
associated documentation, but not the NMX Server or NMX Daemons.

Attention:  It is recommended that after installing the NMX server to change the default
password using SQL Server Management Studio.

NMX Database
NMX uses Microsoft SQL Server 2017 as its relational database, where all NMX network, devices, and
service configuration information is stored in database catalogs. You create and manage catalogs through
NMX Domain Manager.

IMPORTANT:  The SQL Server is installed on the same computer as the NMX Server.
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NMX Licensing support
Licenses for supported NMX and device features, such as the DPI (Digital Program Insertion) feature,
can be added using the Harmonic License Manager. Refer to NMX Release Notes, “NMX and Device
Licenses”, for the list of available licenses with their name and description.

IMPORTANT:  License Manager requires a user account; please contact Harmonic
Technical Support if you need a License Manager user account.

You can add and remove licenses to your system using the Harmonic License Manager. Most licenses
are permanent. Once enabled, the feature will continue to function without raising license-related alarms.
In specific cases (e.g. trial period), temporary licenses can be delivered.

Licenses are required for some NMX features, and you cannot enable those features without the
appropriate license. However, some licensed features, for example, SAPI, DPI, and ESI, can be enabled
for the 45-day grace period, and then require licenses.

Licenses are required for the NMX Base software and for some NMX features (refer to the NMX Release
Notes for the complete list). You cannot enable those features without the appropriate license. However, a
45-day grace period is used when the NMX Base software license is not installed yet. It enables the base
software and all of the NMX licensed features. There is no grace period for licensed features when the
NMX Base software license is installed.

License alarm and expiration behavior includes:

• Streams that include features under license will raise alarms when their licensing expires (whether due
to end of the grace period or due to end of a temporary license).

• When licenses expire, streams will continue to flow as configured, but will stop flowing if modified, or
disabled then re-enabled.

• If any changes are made after a license expires, service may be affected, and other operations, such
as redundancy, may not function properly.

• If a license is not installed for a feature that is enabled, a grace period will allow that function to
operate fully for 45 days. Alarms will issue each day to advise you that licensing is required for a given
feature.

• If the 45-day grace period has been used for less than 45 days, the remaining days are saved and can
be used later (if the NMX Base license is returned).

IMPORTANT:  Temporary licenses included with NMX or supported devices are provided
for Demo purposes, and not intended for production systems. Contact Harmonic Technical
Support if you want to remove temporary licenses.

Viewing license names and descriptions
View available license names and descriptions from the NMX Release Notes.

• To view NMX and device license names and descriptions, open the NMX Release Notes to the
device's New Features section whose licenses you want to review. For example: NMX Release Notes
> New Features > Electra X New Features > Electra X Firmware Licenses.

Viewing time remaining on your NMX license
View the time remaining on your NMX features' licenses from any NMX application. NMX supported
device feature licenses will raise an alarm on the device when the license is nearing expiration.
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NMX Delivery Package

• At the upper right of the NMX Ribbon bar, click the "play" button. The NMX version, build number,
Unique ID, Active Licenses name, and Remaining Days for the license display.

Remaining Days value is displayed for temporary licenses and for grace period. When the NMX
license is nearing expiration, the lower right of any NMX application will flash red.

• When the grace period is used, it appears as a specific internal license named ECL-INTERNAL-
GRACE-LIC, along with the associated Remaining Days.

Figure 1-2: NMX Grace Period License

NMX Delivery Package
The NMX delivery package installs the NMX Server and NMX Client software, embedded device
software, and third-party software packages. Desktop shortcuts provide links to the Documents and
Technical Notes product documentation folders.

NOTE:  Contact your Harmonic representative if you are interested in Harmonic's non-
embedded device software, such as Electra X, Electra™ XVM, and XVM.

After installation, the tftp embedded device directory names appear in the C:\tftpboot directory.
Embedded device folders contain the device release software supported by this NMX release. Non-
embedded device folders can appear, but will not contain software until you install the software.
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Chapter 1: Introduction

If you are upgrading NMX, and had installed EOS (End of Service) devices in previous releases, the EOS
device directories may still appear in the tftp directory in the new installation.

NMX applications overview
The NMX workflow uses different GUI applications to accomplish different network and service
configuration and monitoring tasks.

NMX Client
The NMX Client software comprises the GUI applications that are the interface to the NMX Server.

When you install NMX Server, the NMX Client is installed, but you can install up to 25 stand-alone
NMX Client instances on remote computers. Selecting to install only the NMX Client will install all NMX
applications except the NMX Server and the NMX Daemons application (which reports BootIP Server,
TFTP Server, and DPI Server messages and performance).

Multiple NMX Client instances can be placed anywhere on the network and you can access any system
function on any network group, regardless of its geographical location. NMX supports the client on
Windows 10 without needing Administrator permissions.

The Harmonic NMX Client applications are:

• NMX Domain Manager for setting global options, alarms, redundancy, and managing user accounts
and database catalogs.

• NMX Designer for designing, configuring, and provisioning network, device, and video/audio services.
• NMX Operator for monitoring networks and scheduling batch services.
• NMX Service Plan Editor for making network changes offline.
• NMX Consolidated Alarms for viewing all network alarms in one place.
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NMX applications overview

NMX Domain Manager
NMX Domain Manager manages all NMX Server and database operations. From NMX Domain Manager,
System Engineers can configure global properties, user accounts and trusted sites, alarms, database
catalogs, NMX redundancy, and review logs, and start and stop the NMX Server.

The NMX Domain Manager >  Home tab is where you start and stop the NMX Server.

NMX Designer
System Architects and Engineers can use the NMX Designer four-step GUI workflow to design network
maps, configure services, connect devices and services, and schedule services delivery.

NMX Designer provides a graphical representation of the devices and services in your network. The four-
step GUI workflow is based on dedicated tabs and toolbar layouts shown on a Ribbon bar control with
tab-context-based functionality, where selected objects’ property pages appear in between the input and
output services.

The breadcrumbs feature, underneath the Ribbon bar, shows you which input or output service is
selected. When you select a configured output service, the properties for both input and output appear
under the breadcrumbs, in between the input and output services.

Use the NMX Designer GUI workflow to:

• Create a network (Network tab).
• Create a service plan (Service tab).
• Connect the services to the network and activate them (Flow tab).
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Chapter 1: Introduction

• Create and schedule service changes to batches (Timeline tab).

IMPORTANT:  Always check the breadcrumbs to ensure that you have selected and are
displaying the transport, service, or stream that you want, before changing properties. This
is especially critical when one input has several outputs.

Use the NMX Designer > Service tab to create and modify these services, transports, video, audio and
data structures:

• Property names and workflow structures simplify configuration.
• Drag and drop Input services to Outputs streamlines service creation.
• Service and spreadsheet views allow for bulk changes.
• Device-specific properties appear at device creation on property pages.
• Input/output protocol selection filters the relevant devices.
• Sets the initial service properties by default.
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NMX applications overview

Use the NMX Designer > Flow tab to connect services to the network and activate them. Drag and drop
unconnected, highlighted services onto logical devices in the topology view, then use the connect menus
to define card and port connections.

Use the NMX Designer > Timeline tab to create and schedule batch configuration changes. The
Timeline tab appears in both NMX Designer and NMX Operator. In NMX Operator, operators use the
Timeline tab to set, modify, execute, and view Timeline batches.

NMX Operator
Monitor and troubleshoot the network from the Home, Timeline, Dashboard, and Spreadsheet tabs to
respond quickly to network issues and avoid downtime.

The NMX Operator GUI workflow supports:

• Monitoring connected services (Home tab).
• Executing service batches (Timeline tab).
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• Troubleshooting issues (Dashboard tab).
• Making single or bulk service changes (Spreadsheet tab).

Use the NMX Operator > Home tab to view correlated topology, services, and alarms for advanced
troubleshooting in a single view. The breadcrumbs feature shows you which input or output service is
selected.

Use the NMX Operator > Timeline tab to set, modify, execute, and view Timeline Batches.
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NMX applications overview

Use the NMX Operator > Dashboard tab to view high-level system status on a single screen. An
operator can monitor the overall system, then isolate and troubleshoot a specific issue.

Use the features on NMX Operator > Spreadsheet tab to make single or bulk set configuration changes
in one place, all at one time.

NMX Service Plan Editor
Create services and make offline changes to service plans that can later be applied to online systems.

Create or edit input and output services offline from the NMX Service Plan Editor > Home tab, then
when you are satisfied with them, apply them later to your online system.

The NMX Service Plan Editor GUI displays a Properties page area between the Inputs and Outputs
service panels. Fields for the selected input/output object appear in properties page.
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The NMX Service Plan Editor > Home tab has breadcrumbs at the top of the Properties panel that
show you which input/output service is selected. HBO2 > HBO2 in the breadcrumbs means that the
HBO2 stream within the HBO2 service is selected.

IMPORTANT:  Always check the breadcrumbs at the top of the Properties panel to ensure
that you have selected, and are displaying, the transport, service, or stream that you want
before changing properties. This is especially critical when one input has several outputs.
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Accessing NMX documentation

NMX Consolidated Alarms
View alarms for all the sites in your NMX distributed network in one consolidated window.

NMX Daemons
View BootIP Server, TFTP Server, and DPI Server messages and performance.

Accessing NMX documentation
After installing NMX, view documentation on configuring applications, supported devices, creating and
configuring network groups, and creating, configuring, connecting, and activating services.

Table 1-1: Documentation

To view: Go to:
NMX Installation Guide Desktop >  Documents >  NMX > 

Product_Guides

• Install the NMX recovery image before
installing or upgrading, then upgrade your
catalogs and maps.

NMX User Guide Desktop >  Documents >  NMX > 
Product_Guides

• Configure NMX Server and users, build a
network from a template, create a service
plan and connect/activate services, and
monitor your network.

NMX Technical Notes Desktop >  Technical Notes

• View common task workflows such as
configuring splicing or VBR-CBR services.

Supported device guides Desktop >  Documents >  Device_Guides

• Installation and user guides for supported
devices.

NMX Release Notes Desktop >  Release Notes

Earlier/archived release notes Desktop >  Documents > 
Archive_Release_Notes
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To view: Go to:
NMX Online Help • View context-sensitive help with detailed

workflows, and supported devices' network
and service field descriptions.

NMX REST API Getting Started Guide Desktop >  Documents >  NMX >  REST_API

• How to set-up control of an NMX-managed
system from the RESTful API.

To access the NMX Online Help:

1. Open any of the NMX applications.

2. Navigate to the dialog where you would like assistance.

3. Click the area or component in question, then click the Help button or icon.
Example: To see help for a device in the Network map, select the device, then click the Help button
at the bottom of the device's Properties page.
Example: To see help for a service on the Service tab, select the service, then click the Help icon
at the top of the Properties page. The Properties page shows the help for both the Input and the
Output.

Result: The Help dialog opens, displaying help for the selected component.

4. To search for additional information about the component, click the Search tab.

5. Type the information you’re searching for in the Type in the Word(s) to Search for field, then click
List Topics.

6. Double-click a topic in the list to open it.

NMX workflow navigation
A comparison of current and previous NMX GUI workflow task locations.

Table 1-2: Common NMX workflow locations

Task NMX 6.x NMX 7.x/8.x
Configure global alarms and
alarm forwarding

Digital Service Manager
(DSM) > Map View, Right-
click site icon, Alarms >
Configure Alarms

NMX Domain Manager >
Tools > Alarm options on the
Tools tab

Create/configure a network /
third-party / logical device

DSM > Home tab > Network
View > Shortcut Menu >
<Select object type> > Place
object, Configure Properties
page

NMX Designer > Network
tab > <Select from the
Ribbon bar buttons>,
Configure Properties page
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Task NMX 6.x NMX 7.x/8.x
View or edit object properties DSM > Home tab > Network

View > <Right-click the
object> > Properties
or DSM > Home tab >
Spreadsheet > <Select
a view> > Select check
box(es), Edit Properties

NMX Designer > Network
tab > Spreadsheet tab >
<Select check box(es)
or NMX Operator >
Spreadsheet tab > Please
Select a View, Select check
box(es)

Show a device’s back panel DSM > Home tab > Network
View, Double-click a device

NMX Designer and NMX
Operator > Network tab,
Double-click a device

Add, delete, or change a card
on a device

DSM > Home tab > Network
View, Double-click a device,
then right-click a slot

NMX Designer > Network
tab, Double-click a device,
then right-click a slot

Create a link between devices DSM > Home tab > Network
View, Hover over the device,
drag the circle to another
device

NMX Designer > Network
tab, Hover over the device,
drag the circle to another
device

Show a link’s Edit
Connections

DSM > Home tab > Network
View, Double-click the link

NMX Designer > Network
tab, Click the link

Return to Network Map DSM > Home tab > Network
View, Click the green arrow

NMX Designer and NMX
Operator > Network tab,
Click the green arrow or click
breadcrumb

Create a service plan DSM > Home tab > Output
Service View or Stream
Editor, Click New

NMX Designer or NMX
Service Plan Editor >
Service tab > Create a New
Service Plan

Connect services to the
network

DSM > Home tab > Output
Service View, Drag services
to input/output devices

NMX Designer > Flow tab,
Drag services to input/output
devices

Activate services DSM > Home tab > Output
Service View, Right-click a
service, then click Activate

NMX Designer > Flow tab >
Breadcrumbs arrow, Select
service, then click Activate
Service Plan

Configure alarms DSM > Home tab > Tree
& Map, Right-click an
object, then click Alarms >
Configure

NMX Operator > Home tab,
Right-click an object, select
Alarms > Configure

View alarms DSM > Home tab > Tree &
Map, Select an object, then
click Current

NMX Operator > Home tab,
Select an object, then click
Current
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Task NMX 6.x NMX 7.x/8.x
Create, import, schedule,
execute, delete, and view
Timeline Batches

Automation Server, Right-
click Service Plan icon or
Timeline

NMX Designer > Timeline
tab

Set, modify, execute, and
view Timeline Batches

Automation Server, then
Right-click the batch

NMX Operator > Timeline
tab

Online/offline devices DSM > Home tab > Tree &
Map, Right-click an object,
then select Online/Offline

NMX Operator > Home tab,
Right-click the device, then
select Online/Offline

Change device properties DSM > Home tab > Tree &
Map, Right-click an object,
then select Properties

NMX Designer and NMX
Operator > Network tab,
Select an object, then edit
Properties

View object properties DSM > Home tab > Tree &
Map, Right-click an object,
then select Properties

NMX Designer and NMX
Operator > Network tab,
Select an object or NMX
Operator > Home tab, Select
an object

Save device details to a .csv
file

DSM > Home tab >
Spreadsheet, Select a view,
select check box(es), then
Save to File

NMX Designer > Network
tab > Spreadsheet tab,
Select check box(es), then
Save to File

Save services details to
a .csv file

Stream Editor > Home tab
> Spreadsheet View, Select
the view(s), then select check
box(es) and Save to File

NMX Operator >
Spreadsheet tab, Select
check box(es), then Save to
File

Toggle Service Path DSM > Home tab > Toggle
Service Path

NMX Operatorr > Home tab
> Toggle Service Path
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Configuring NMX Domain Manager

Log in to NMX Domain Manager to configure NMX Server global properties, user accounts, trusted sites,
redundancy, and database catalogs, before you start the NMX Server.

• Logging in to NMX Domain Manager
• About database catalogs
• NMX user roles and privileges
• NMX global Options
• About NMX redundancy
• Starting the NMX Server
• About NMX system and active catalog validation
• Recovering from system failure overview

Logging in to NMX Domain Manager
Log in to NMX Domain Manager.

1. Log in to the device on which you installed NMX Domain Manager with your User Name and
Password.

2. Double-click the NMX Domain Manager icon.
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3. Complete the login information on the Domain Manager Login dialog box.

Server Name/IP The NMXmanagement IP used for the network.

User Name Administrator is the default.

Password harmonic is the default.

4. Click OK.

Changing the NMX password
Change the default NMX password from the NMX Domain Manager > Database tab.

1. Log in to NMX Domain Manager and click Stop Server.

2. From the NMX Domain Manager > Database tab, click Change Password.

3. Enter your old password.

4. Enter your new password twice.

5. Click OK.

Changing the SQL Server password

It is recommended that after installing the NMX server to change the default password using SQL Server
Management Studio. Go to Microsoft.com for more information.

Resetting your password
Work with Harmonic Technical Support to reset a forgotten password.

1. From the Domain Manager Login dialog box, click Reset Password.
A dialog box opens with a Reset Password authentication key.
Example: 235628

2. Call Harmonic Technical Support and provide the authentication key.

3. Harmonic Technical Support will generate and provide you with a code.

4. Enter the code in the Reset Password dialog box.

Result: NMX will authenticate the code and reset the password to harmonic.
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About database catalogs
NMX requires an active database catalog to store the network groups and service plans that you create
as a named collection of database tables and other structures. With NMX, you can create, restore, and
back up catalogs.

Attention:  It is recommended that after installing the NMX server to change the default
password using SQL Server Management Studio.

Creating a new database catalog
Create a database catalog in which to save network groups and service plans, or to which you can
restore previous catalogs when you upgrade.

1. From NMX Domain Manager > Database tab, click the Catalog Management tab.

2. Enter sa in the User Name field.

3. Enter harmonic in the Password field.

4. Select the Remember Login Information check box for NMX Domain Manager to remember your
login credentials while you are working in NMX Domain Manager, then click OK.

5. On the Catalog Management dialog, click New.

6. On the New Catalog dialog, enter a Name and a Description.

7. Click OK.

Result: The catalog appears on the Catalog Management dialog box.

Restoring a catalog
Restore a catalog when you want to replace an existing catalog with a backed up catalog.

Restore a backed up catalog in the event of NMX catalog loss or during NMX upgrade.

1. From NMX Domain Manager > Database tab, click the Catalog Management tab.
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2. Select the catalog you want to restore with another catalog, or create a new catalog on which you can
restore your backed up catalog.

NOTE:  Restoring a catalog will overwrite the selected catalog.

3. Click Restore.

4. From the Restore Catalog dialog box, click ....

5. Browse to select a catalog to restore.
When you manually back up a catalog, NMX stores it in C:\DatabaseBkup. Automatic daily
catalog backups are stored in C:\DatabaseBkup\DailyBackups. The catalog can be restored
from either location. If your catalog is on another drive or on the Desktop, move the catalog to C:
\DatabaseBkup.

6. If you will edit the catalog you are restoring, make sure that you clear the Open as read-only check
box.

7. Select Open, then Restore.

8. Click Yes at the confirmation dialog.

9. Click OK and then Close.
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Backing up catalogs
Back up your catalogs frequently as insurance against catalog loss or data corruption, or before
upgrading.

Before you begin
If you are backing up catalogs before upgrading with a recovery image, make sure to copy them to an
external drive.

1. From NMX Domain Manager > Database tab, click the Catalog Management tab.

2. On the Catalog Management dialog, select the catalog you want to back up, then click Backup.
When you manually back up a catalog, NMX stores it in C:\DatabaseBkup. Automatic daily catalog
backups are stored in C:\DatabaseBkup\DailyBackups.

3. Complete the options on the Backup Catalog dialog.

Backup to File The name of the backup file.

Comments Add a description of this file.

Copy to FTP
Location

Copies the catalog to any valid FTP location.
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IMPORTANT:  For backups to Anonymous FTP sites, the
remote directory must exist, and you must have a valid
username and password.

FTP Address Enter the FTP address.

Remote Directory Enter the name of the FTP remote directory.

Username Enter the username for the FTP site.

Password Enter the password for the FTP site.

Include Device
Firmware Versions

Copies all managed device firmware versions; takes longer to backup, but
includes all your current device firmware.

4. Click Backup.

Result: A status dialog notes when the selected catalog is backed up.

Deleting a catalog
Delete one or more NMX catalogs from the Catalog Management dialog box. You must keep at least one
NMX catalog on the Catalog Management tab.

1. From NMX Domain Manager > Database tab, click the Catalog Management tab.

2. Select a catalog to delete, or hold down the Shift key to select more than one catalog to delete.

3. Click Delete, then click Yes to confirm the deletion.

Activating catalogs
Activate a catalog in which to store all NMX network, services, and device configuration information.

If you are upgrading NMX, your catalog is upgraded to the new NMX release when you open NMX
Domain Manager or if you select to open and activate a backed up catalog.

1. From NMX Domain Manager >  Database tab, click the Catalog Management tab.

2. Enter sa in the User Name field.

3. Enter harmonic in the Password field.

4. Select the Remember Login Information check box for NMX Domain Manager to remember your
login credentials while you are working in NMX Domain Manager, then click OK.
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5. Select a catalog from the list, then click Make Active.

6. Click Close.
The catalog is active and ready for when you start the NMX Server.

NMX user roles and privileges
NMX comes with preconfigured user roles and privileges that a User Administrator can assign to users.
You cannot modify these roles or create new ones.

Table 2-1: NMX preconfigured user roles

Role Privileges
Monitor View-only for most functions. Includes:

• Access to the audit trail/log viewer
• Launch the Consolidated Alarm Viewer

Limited Operator Same as the Operator role, but without activate/
deactivate privilege. Includes:

• Activate/Deactivate Slate
• Use of Audit Trail or Log Viewer
• Launch Consolidated Alarms
• Online/Offline devices
• Enable/Disable services
• Manually switch to backup
• Back up the catalog (database)

Operator Limited Operator role privileges, plus:

• Online/Offline ports and devices
• Enable/Disable active streams, ports, and

devices
• Manually switch between redundant devices
• Activate/Deactivate service configurations
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Role Privileges
Engineer Monitor and Operator privileges:

• Create a network group
• Edit, configure and delete a network group
• Edit stream maps and service configurations
• Delete inactive stream maps and service

configurations
• Modify server configuration
• Add third-party devices
• Zap devices
• Change the embedded software on a device
• Stop the NMX Server
• Forward alarms through the alarm-

forwarding feature
• Add, delete, and modify proxy sites and drop

a proxy site icon at the super site
• Access and use exclusive locking
• Propagate embedded code

Super User Monitor, Operator, and Engineer role privileges,
plus:

• Log out other users who are logged in to the
server, forcing them to disconnect from the
server

• Add and delete catalogs
• Execute alarm toggle detection operations
• Configure NMX redundancy
• Configure auto restart operations

User Administrator Monitor, Operator, Engineer, and Super User
role privileges, plus:

• Configure user logins, roles, and accounts,
and perform all related administration
functions

• Update license
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Creating user accounts
A User Administrator can create user accounts and assign preconfigured roles and privileges to individual
users and groups. Operators can leverage users and groups to track and enhance troubleshooting
capabilities.

1. From the NMX Domain Manager Tools tab, click User Accounts.

The User Administration dialog box opens.

2. Click the Add New Item button.

The New Account dialog opens.

3. Enter the new account information.

User Name The login name for the user.

Full Name Select the user name from the drop-down list.

Password Enter a password for the user.

Confirm Password Re-enter the user's password.

Role Select a role for the user from the drop-down list.

Account Disabled Select the check box to disable the account.

Configuring LDAP Authentication for NMX
NMX users can log into the system using LDAPS protocol. This requires connecting NMX to the Active
Directory.

Before you begin, obtain the LDAPS certificate from your IT group.
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NOTE:  The creation of batch and scheduling operations in the Timeline view of NMX
Designer and NMX Operator are not possible from the LDAP user session, no matter
the privileges granted to the related LDAP group. The work around is to add the needed
user(s) in NMX User Accounts. This limitation also applies to the RESTAPI used with a
LDAP user authentication for the Timeline category of API calls.

1. Enter certlm.msc at the Run prompt to open the localmachine certificate manager.

2. Navigate to the Trusted Root Certification Authorities/Certificates folder.

3. Install the LDAPS certificate in the folder.

4. Open NMX Options, select External Servers/Clients.

5. Click the Enable LDAP Authentication checkbox.

6. Enter the name of the LDAP Server in the field.

7. Save your changes.

8. Open NMX Domain Manager, click Tools, and then User Accounts.

9. Add a new User account with the User Type LDAP User. Enter the name and role as usual.

10.Click Verify; the full name appears.

11.Save your changes.

12.Log into NMX with the LDAP User Authentication and set the Username and Password.

Defining NMX roles with existing LDAP groups
Use your existing LDAP groups to define NMX roles.

1. From NMX Domain Manager > Tools tab >  User Accounts >  Roles, select the role to which you
want to add existing LDAP members.

2. At the top left, select the icon for Modify the selected item.

3. On the View Role Properties > LDAP Settings >  LDAP Groups, type the names of existing LDAP
groups that you want to have the privileges of the selected role. Separate multiple LDAP groups with a
semi-colon.

4. Click OK.

5. Click Close.

NMX performs case-sensitive LDAP group name comparisons when assigning roles. Role assignment
based on LDAP groups is applicable only to LDAP users not already defined in NMX. Defined users in
NMX that already have an assigned role cannot be assigned roles based on LDAP groups.
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Disabling user accounts
A User Administrator can disable user accounts without deleting them.

1. From the NMX Domain Manager Tools tab, click User Accounts.

The User Administration dialog box opens.

2. Double-click the user account you want to disable.

3. On the Edit Account Properties dialog, click the Account Disabled check box.

4. Click OK.

5. Reinstate users by clearing the check box, and clicking OK.
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NMX global Options
Set global options for NMX Server features from NMX Domain Manager > Home >  Options tab.

NOTE:  You must stop the NMX Server before changing Options with red text.

Option Description
General Set defaults for the devices you add to NMX.

TCP/IP. Set the timeout and retry behavior for
network communication.

TCP/IP Use these settings to set the timeout and retry
behavior for network communication.
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Option Description
Switch Set switch device COM port associations, baud

rates, polling information.

Services Set defaults for Service Templates, PSI/SI,
Bitrate, Service Miscellaneous, Descriptor
Management.

Alarms Define alarm behavior and forwarding.

EAS Define Emergency Alert System (EAS) input
sources and groups for EAS ProStream
services.

External Servers/Clients Use these settings to define communication
with external servers that provide services to
the devices managed by NMX.

ProStar Define network communication and defaults for
ProStar systems.

Grid Enable this NMX Server for management by
Grid.

Publishing Define CDN publishing points for use by Mobile/
Web publishing profiles.

Schedule Catalog Backup Schedule NMX database and report catalog
backups.

Conditional Access Set defaults for CAS configuration on
ProStream devices.

Automation Set defaults for scheduling batch updates to the
service plan, Client batch options and Server
logging, batch, services and EIS options.

Service Synchronization Set up synchronization with a redundant NMX
Server to align all services between the master
and slave servers.

Asset Manager Upload *.png files for Slate and Logo insertion
and change asset file attributes.

Live To Live Switching (Electra X) Import a .csv or .xml source file for
use with live to live switching.

DRM Use these settings to globally define DRM key
rotation for packaging services for XOS.

Multi Master Playlists Configure Multi MasterPlaylists for Push
packaging for HLS, DASH, and MSS (video and
audio selections).The filter names are not sent
to the device.
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Option Description
LSM (XOS) Configure Live System Managers (LSM)

by supplying the correct IPAddress and Port
number.

About NMX redundancy
NMX redundancy ensures that there is a Backup control server if there is a network outage for a Primary
server, or when the Primary server is removed for maintenance.

NMX redundancy sets up database replication of an active NMX Server onto a standby NMX Server
database. The two servers maintain identical databases using SQL replication mechanisms, but only the
active server has all the processes that control headend devices.

The Primary and the Backup servers exchange messages for arbitration purposes, and when the active
server fails, the backup server takes over. Because the NMX Primary and Backup servers maintain
identical databases, if your Backup server is unreachable, you cannot change your SQL Server user
account password until both servers are accessible.

With the NMX Domain Manager Redundancy Setup Wizard, a headend administrator can set up
redundancy to control and manage connections during down time.

Configuring NMX redundancy
A User Administrator can configure NMX redundancy from NMX Domain Manager > Server Fail Safe >
Setup > NMX Redundancy Setup Wizard.

Before you begin

• Ensure that NMX is installed on the Backup server, and that the Backup server can be accessed by
the Primary server.

• Although the Primary and Backup servers must have different names, they must have the same
Windows OS/SQL Server release numbers, and the same NMX and device firmware releases/
configurations.

• Ensure that the default gateway is configured and accessible by both servers.
• Ensure that you have validated your system from NMX Domain Manager > Validate System before

configuring redundancy.
• Click the ? (help) icon in the upper right to search for and review detailed redundancy options in the

NMX Online Help.
• From NMX Domain Manager, stop the Backup NMX Server before configuring redundancy on the

Primary.
• Ensure that the system timezone is same in the both servers.
• Ensure hostname mapped with management IP in Hosts file ("C:\Windows\System32\drivers\etc

\Hosts").

1. From the Primary NMX Server, open NMX Domain Manager, then click Setup.

2. Click OK to acknowledge that the Statistics Management Server data will be replicated nightly.
The Statistics Management Server saves device platform and alarm data to the ORS (Object
Repository/SQL Server database).
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3. Review and ensure that the requirements listed on the NMX Redundancy Setup Wizard are
complete, then click Next.

4. Enter the Backup Server IP Address, then click Next.

5. Click Save to save failed Backup and Primary validations to a file.

6. Fix any issues and complete the NMX Redundancy Setup Wizard configuration.

Configuring NMX Auto-restart for redundancy
Use the Auto-restart feature to configure automatic login information and set the NMX server and the
Automation Server to be restarted automatically when you reboot your machine. Auto-restart defines login
parameters for both master and backup servers. If you have set up NMX redundancy, the Auto Restart
Preferences dialog box includes fields for backup server settings.

Before you begin
There are two steps to this process, the first outside of NMX and the second from within NMX.

To change the security settings to enable NMX Auto-restart:

1. Enter the Registry Editor by entering regedit at a command prompt.

2. Navigate to the following parameter: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\policies\system\LegalNoticeCaption

3. Set the parameter to blank.

4. Navigate to the following parameter: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\policies\system\LegalNoticeText

5. Set the parameter to blank.

6. Save your changes and exit the Registry Editor.

7. Enter the Local Group Policy Editor by entering gpedit at a command prompt.

8. Navigate to Computer Configuration> Windows Settings > Security Settings > Local Policies
>Security Options.

9. Set User Account Control: Run all administrators in Admin Approval Mode to Disabled.

10.Save your changes and exit the Local Group Policy Editor.
To set and enable the auto restart preferences within NMX:

11.Open the Domain Manager by double-clicking the Domain Manager icon.
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12.From Domain Manager, select Server Fail Safe > Auto Restart.The Auto Preferences dialogue box
opens.

13.Select the Auto Restart NMX check box to activate the auto restart function.

14.Fill in the fields for the master NMX computer if you do not accept the defaults.

15.If you have set up a virtual IP address for redundancy, select the Auto Restart NMX check box for the
backup computer. The Auto Restart NMX check box does not have to be selected for you to fill in this
information.

16.Specify the information forthe backup computer if you have set up NMX redundancy.

17.Click OK.

Restoring NMX redundancy
Restore your previous NMX installation's redundancy.

IMPORTANT:  After redundancy is active, you cannot change catalogs or upgrade your
NMX release. You must remove NMX redundancy before taking any of these actions.

1. Stop the NMX Server if it is running.
Stopping the primary NMX Server will also stop the backup server.

2. On the primary PC, select NMX Domain Manager > Server Fail Safe > Setup.

Result: The NMX Redundancy Setup Wizard opens.

3. Read the first screen, click Next, and ensure that the system is compliant with suggested guidelines.

4. Enter the backup NMX Server IP address to define the backup server and backup database.
At this point, if the system detects that the site ID or database server names do not match, a dialog
box opens with a field to enter the new site ID. Enter a new site ID. The site ID is a unique number for
each server except in the case of NMX redundancy, when both backup and master servers share the
same ID.
Ensure that after the PC reboots, both PCs have successfully logged into the OS and continue the
redundancy setup on the primary PC. If you use different site IDs for both primary and backup, both
will have to be reset. The site IDs must be different at any given time.

5. Click Next.

6. Define a unique virtual IP address.
The virtual IP address is not mandatory, but is needed if external clients are connected to the system
and are not designed to handle the concept of server redundancy. In this step, you are creating one IP
address that is “virtually” assigned to two NIC cards.
a. If required, add a Virtual IP address. The virtual IP address must belong to the same subnet and

cannot be already assigned on the network.
The Virtual IP address is not assigned to both NICs, only to the active NMX NIC. NMX assigns this
address dynamically to the active NMX domain when the NMX Domain Manager starts up. The
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Virtual IP address maps to the MAC address. When you shut down the NMX Domain Manager, the
Virtual IP address is released.

IMPORTANT:  Do not disable a NIC card from your network configuration while your
system is in redundancy mode or the Virtual IP address will be lost.

b. From the Master MAC Address drop-down list, select the MAC address of a NIC card listed on the
master server that is used for the management network.

c. From the Backup MAC Address drop-down list, select the MAC address of the corresponding NIC
card on the backup server.

IMPORTANT:  Do not configure two NIC cards on the same PC subnet or the TFTP
daemon will malfunction.

d. Select the Main check box to show which virtual address is the main address if you have more than
one NIC card. The main address is the address that NMX Client instances use to connect to the
server.

7. Click Finish.
The wizard shows the process of establishing the replication between the master and backup
databases and updates the registry keys. A successful replication displays a Redundancy Setup
Completed Successfully message.

NOTE:  This step may take several minutes to complete.

8. Click Close to close the wizard.
After you have set up NMX redundancy, you will see three columns in the NMX Domain Manager
window: Component, State on Master, and State on Backup. The second two columns display the
state of the component on the master and backup PCs.

9. If you want to test the setup, you can force a switch, and recover the master server to ensure and
verify the redundancy setup.

NOTE:  If an NMX redundancy switch occurs while devices are in the process of
background downloading, the download is not completed successfully. You must start
the download again. If the download was completed but the device was not reset, you
will see a Software Mismatch alarm.

Starting the NMX Server
Start NMX Server before opening NMX applications.

1. From the NMX Domain Manager > Home tab, click Start Server.
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2. On the message confirming if you want the IP address to match the highest NIC, click OK.
This message appears only for first-time NMX installations, when you start NMX Server for the first
time.

NMX Server processes are started when the toolbar Status displays Server Started.

What to do next
Harmonic recommends backing up your NMX map as soon as you have a working version completed.
Back up the C:\databasebkup file to another location, away from the local disks of the Electra X2S
platform, using FTP or Remote Desktop copy-and-paste. This protects against a storage medium failure
and allows you to quickly restore service if the hardware requires replacement.

Stopping the NMX Server
Stop the NMX Server to make some configuration and redundancy changes.

1. Click Stop Server from the NMX Domain Manager > Home tab.

2. Click OK.
NMX Server processes are stopped when the toolbar Status displays Server Stopped.

Logging off of NMX Server

• Close the NMX Domain Manager window to log off of NMX Server. When you re-open NMX Domain
Manager, you must log in again.

About NMX system and active catalog validation
The NMX Validate System feature validates your active catalog automatically every 10 minutes, and your
NMX system daily.

When NMX is running, automatic daily system validation checks whether the Windows Firewall is
disabled or whether you have sufficient RAM in your hardware configuration. Every 10 minutes, an active
catalog validation checks whether the network devices, links, and service names in your active catalog
are valid. A system validation is triggered when you backup your active catalog or click the Validate
System button. Reports are stored in: C:\inetpub\wwwroot\NMXValidatorReports.
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Validating the NMX system and active catalog
Validate your active catalog to create a validation report with a summary of passed/failed tests.

1. On the Ribbon bar of NMX Domain Manager, NMX Designer, or NMX Operator, click the Validate
button, then select Validate System.

2. If validation finds a failure, click the blinking message to open the validation report.
Example: If the server is running, and the NMX validation finds that your active catalog contains
1:1 hot devices that are not identical, an alarm is raised and a blinking System Validation Failure
message appears at the bottom of the GUI screen.

3. Read the report and recovery tip(s), and manually fix the reported issue(s).

4. To check that the alarm is remitted, click Validate > Validate System, or wait until the next validation
check.
On the next validation check, the alarm is remitted. Validation occurs whether the server is running or
stopped. If the server is not running, validation runs, but no alarms are raised. You can save the report
after you open it; reports are stored in: C:\inetpub\wwwroot\NMXValidatorReports.

Recovering from system failure overview
Recover from system failure by downloading an NMX recovery image, preparing a bootable USB flash
drive, deploying the recovery image onto your platform, and finally downloading and installing the NMX
software.

System recovery is only necessary in the case of serious service-affecting situations, such as RAID
failure, virus attacks, corrupted data, and so on. Most users never need to perform system recovery.
Contact Harmonic Technical Support if you have questions about your system integrity.

Deploying the recovery image overview
After validating your system requirements, NMX recovery image deployment involves downloading the
image, creating a bootable USB Flash Drive, and deploying the image.

After installation, you can check your recovery image release number here: C:\Utilities
\Version.txt. The release number appears as a Version 2019_1.1 (date) or similar number at the top
of the file.

Downloading the NMX recovery image
Download the NMX recovery image onto a PC with ~150 GB of free disk space.

Before you begin
The de-compile/compile process to create the bootable drive requires ~150 GB of free disk space.

1. On a PC with Windows 10, or Windows Server 2019, ensure that C:\Temp is created.

2. Log in to https://harmonic.force.com/SWAccess/SWDownloadLogin.
Contact Harmonic Technical Support if you do not have access.

41  NMX  8.8.0 User Guide

https://harmonic.force.com/SWAccess/SWDownloadLogin


Chapter 2: Configuring NMX Domain Manager

3. Navigate to: Home > Service & Support > Software Downloads > Authorized Products > NMX
Recovery Image.

4. Open the correct recovery image directory for your system.

5. Download all the files in the directory to C:\Temp.

Creating the bootable USB flash drive
Create the bootable flash drive on a 16 GB or larger flash drive.

1. Download the latest Recovery Image (ISO) provided by Harmonic.

2. Launch the Rufus tool provided with the image (run as Administrator).

3. Insert an empty USB flash drive. All the existing data will be deleted from the flash drive.

4. Select that USB drive as Device in Rufus.

5. Locate and select the ISO image file using the SELECT option under the Boot selection.

6. Set the Partition scheme as MBR and the File system as NTFS.

7. Set an appropriate Volume label for the USB drive and keep all other settings as Default.

8. Click START.

9. Click OK on the warning message.
Note:The process takes 20-25 minutes to complete, depending on the operating system and USB
brand.

10.After the process is completed, close Rufus and unplug the drive.

11.Use this USB drive to deploy the image for upgrades or recovery, when needed.

Deploying the recovery image
Deploy the recovery image on to your NMX Server.

Before you begin
You will need to enter your Windows OS product key at the end of this procedure.

1. Ensure that the NMX Server is shut down.

2. Insert the USB flash drive into the NMX Server.

3. Power up the system.

4. Press F11 to view the BIOS Boot Manager menu.

5. In the Boot Manager, select to boot from the USB flash drive.
A message displays: The hard disk will be reformatted. Are you sure you want to continue?

CAUTION:  Upgrading the operating system with the USB drive will erase all data on
your system.

6. Click Yes to continue.
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7. Click Yes when the second message displays: All the data on the hard disk will be deleted. Please
backup your data before continuing. Are you sure you want to continue?
The recovery image installation process takes about 15 minutes.

8. After deployment completes, remove the USB flash drive and click OK to reboot the system.
The default login user name and password for systems upgrade or recovery is Administrator/
Harmonic2008 (case sensitive) and for SQL server is sa/harmonic. You will be forced to change
the password on your first login to the system.

9. If you do not have access to the Internet, when the OS boots up, open a command prompt.
a. Open Activate Windows from System Properties.
b. Click Enter Key, then enter the new product key. But the new key gets applied internally in the

system. Can be verified by running slmgr.vbs /dlv command

Result: Because the internet is not accessible, the This key didn’t work message opens, but the
new key is applied internally in the system.

c. Call Microsoft to activate the key.
d. To verify the key, run the slmgr.vbs /dlv command.

10.If you do have access to the Internet, when the OS boots up, open a command prompt.
a. Type slmgr.vbs /upk to remove the current product key.
b. Type slmgr.vbs /ipk {product key} Include the dashes in the product key.

Example: slmgr.vbs /ipk {3JDKG-F7N3X-WJHD2-Q6T4X-KP9CB}
c. Open a browser and activate the key.

Installing NMX Server for the first-time overview
Installing NMX Server for the first-time involves deploying the recovery image, logging in to Windows on
the NMX Server device, changing the NMX Server name, assigning IP addresses, downloading the NMX
installation package, and installing NMX Server and/or NMX Client.

Changing the NMX Server name and Domain
Each NMX Server must have a unique name. Systems with only one NMX can keep the assigned default
name.

1. If it is running, stop NMX Domain Manager.

2. On the NMX Server, go to Control Panel > System > Change Settings.

3. Click Change.

4. Type the new server name in Computer Name field, then click OK.

5. Click Apply.

6. At the prompt, click Yes to restart the computer.
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Assigning NMX Server IP addresses
Assign the NMX Server IP addresses and add the server to your network.

NOTE:  Most Electra X2S installations will not need to change the preassigned addresses.
Changing the IP address of the interface on which the Remote Desktop connection is
active will result in disconnecting the current Remote Desktop session. Make sure you can
continue to access the system with the Remote Desktop console.

1. Log in to NMX Server.

2. Go to Network and Internet > Network Sharing Center, then click the link displayed next to
Connections.

3. On the link's status dialog, click Properties.

4. On the link's properties page, click Internet Protocol Version 4 (TCP/IPv4) > Properties.

5. On the General tab, enter the IP address, Subnet Mask, Default Gateway, and Preferred and
Alternate DNS server addresses for your system.

6. Click the Adavanced... button.

7. Uncheck the Automatic Metric checkbox.

8. Enter a value in the Interface metric field. This determines the order of the connections.

9. Click OK > Close > Close.

10.Add the server to your network.

Downloading the NMX installation package
Download the NMX installation software onto the NMX Server.

1. From your NMX Server, log in to https://harmonic.force.com/SWAccess/SWDownloadLogin.

2. Navigate to: Home > Service & Support > Software Downloads > Authorized Products >  \NMX
8.x Application.

3. Open the correct NMX directory for your installation.

4. Download all the files in the directory to NMX Server Desktop.

Installing a new version of NMX Server software
Install the NMX software onto the NMX Server.

Before you begin
Install any Windows security updates before installing NMX.

1. Open the NMX installation directory on the desktop and double-click the Install_NMX_<BuildNo>.exe
file.
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2. Click Next in the Setup - NMX dialog.
a. In the NMX Registration dialog, enter your user name and company name, and click Next.
b. In the License Agreement dialog, select to accept the license agreement and click Next.
c. In the Select Components drop-down, select Client and Server, and click Next.
d. Complete the fields in the Server Settings dialog.

Site ID Enter a unique identifier for the Site ID. You can enter any number from
11–2000. This number must be unique for all NMX Server instances on the
network.

SQL Server Name Confirm or edit the host name of the computer where the SQL Server
database will be installed.

SQL Catalog Name Enter a name for the SQL Server catalog you will use. The name must start
with an alphabetic character. In this step, you’re just naming the catalog. You
must create the catalog in NMX Domain Manager after installation finishes.
The default catalog name is NMXDB.

Backup Directory
Path

Accept the default for the Backup Directory Path. This is the full path
to a directory on the SQL Server computer where you want to save NMX
database backups.

3. Click Next.

NOTE:  If your server does not have enough memory for the SQL database, click Yes if
you are prompted to modify the SQL memory size (selecting yes sets the memory size
to 50% of available RAM).

a. On the Ready to Install dialog, click Install.
Installation begins.

b. Documentation requires Adobe Reader. Click Install and follow any onscreen steps to install
Adobe Reader. If Adobe prompts you to restart the system, select to Restart later, and let
installation complete.

c. On the Setup - NMX dialog, select Yes to install the Meinberg NTP and Meinberg Time Server
Monitor.

d. Click the I Agree button on the Network Time Protocol Setup dialog.
e. On the next dialog, accept the Destination Folder default location and click Next.
f. On the Choose Components dialog, and click Next.

4. On the Files Have Been Installed dialog, ensure that Create an initial configuration file with the
following settings: is selected.

5. Select your nearest country or region from the drop-down list., then click Next.

Result: NTP creates a conf file for the selected servers.

6. On the Network Time Protocol Setup dialog, click Yes to use the default configuration.

7. On the next dialog, click No to review the generated config file.
You will complete NMX installation first, then configure the Meinberg NTP Server.

8. On the Network Time Protocol Setup: NTP Service Options dialog, accept the defaults and click
Next.

9. Click Next in the Setup - NMX dialog.
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10.When the installation completes, click Finish to restart the computer.
Restarting ensures proper performance.

11.Log in to Windows after the restart completes.

Result: The NMX applications, documentation folders, and the NTP Time Server Monitor icons appear
on the desktop.

What to do next
Configure the Meinberg NTP Server, log in to NMX Domain Manager, create a new database catalog (or
restore/upgrade your backed up catalog), and start the NMX Server.

About configuring the Meinberg NTP Server
Configuring the Meinberg NTP Server involves disabling the default time setting, checking the server's
status, and assigning its IP addresses in NMX Options.

The Meinberg NTP Server synchronizes NMX clients or servers time to another server or reference time
source, such as a radio or satellite receiver or modem, for accurate time synchronization and stable
reference timing.

Disabling the default time settings
Disable the NMX Server Internet Time Settings and check the Meinberg NTP Server status to ensure
NMX devices and services will have accurate time synchronization and stable reference timing .

1. If your NMX Servers have enabled Synchronize with an Internet time server, disable it.

Figure 2-1: Internet Time Settings
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2. When you installed NMX, the Meinberg NTP service was installed and started. Check that it is running
from Administrative Services > Services > Network Time Protocol Daemon.

Figure 2-2: NTP Service Running

3. Check the NTP status by opening the Quick NTP Status shortcut at C:\ProgramData\Microsoft
\Windows\Start Menu\Programs\Meinberg\Network Time Protocol.

Figure 2-3: NTP Status Check

Configuring the Meinberg NTP Server
Configure the NTP Server IP addresses from Options > External Servers so that the NTP Server can
run with NMX.

1. From NMX Domain Manager, stop the NMX Server, if it is running.

2. Click Options > External Servers.
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3. Select the Use NTP Server check box.
Example: The NTP Server 1 might be the local master NTP server 1, such as GPS receiver NTP
server 1.

4. Click OK.

5. From NMX Domain Manager, start the NMX Server.
The NTP services are ready for the video system. All devices provisioned under NMX will get
accurate, synchronized, and stable NTP timing from the NTP servers.

Meinberg NTP Server recommended configuration
Harmonic recommends a Meinberg NTP Server installation where NMX Server instances are installed
with the Meinberg NTP client, and synchronize with the local NTP servers as master NTP servers.

Network Time Protocol (NTP) time synchronization is a critical part of video networks. NTP provides
common accuracy and stable reference timing for all the devices in the video network, and allows
synchronizing all StatMux, DPI, automation, and NMX redundancy control messages across devices in
the network. As unstable timing systems cause issues for video processing, video delivery, and system
management, Harmonic recommends using the Meinberg NTP Server.

The recommended Meinberg NTP Server architecture includes NMX Server instances installed with the
Meinberg NTP client, where the NMX Server instances synchronize with the local NTP servers as master
NTP servers. All the other devices in the video network synchronize with the local master NTP servers
through direct NTP connections between the master NTP servers and the devices. With accurate and
stable master NTP servers, a common shared and synchronized timing is achieved with low delay and
low jitter for all devices.
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Figure 2-4: Harmonic Recommended NTP Configuration

Meinberg NTP Server alternative configuration
When local accurate and stable master NTP servers are not available, Harmonic recommends alternative
configuration options.

Figure 2-5: Harmonic Recommended Alternative NTP Configuration

Option 1
In the configuration for Option 1, there are two NMX Server instances clustered together in a 1+1
redundancy scheme. Each NMX server is installed with Meinberg NTP software. The Meinberg NTP,
as NTP clients on the NMX Server instances, should synchronize with external accuracy and as stable
master NTP servers. The Meinberg NTP as NTP servers on the NMX Server instances should provide
accuracy and stable timing for all the devices in the video solution system. The Meinberg NTP on the
NMX Server needs to synchronize with the external master NTP servers. The GPS receiver NTP servers
are the best external master NTP servers (option 1).
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Option 2
Normally, the GPS Receiver NTP server provides the best accuracy and stability network time. If the
GPS receiver NTP server is not available, then other external master NTP servers in the WAN networks
(Option 2) can be used.

Option 3
If Options 1 and 2 are not available, the Meinberg NTP should be connected to the Internet NTP Pool as
provided by pool.ntp.org, highlighted as Option 3. Synchronization with the NTP pool over the Internet
normally degrades the NTP time accuracy and stability slightly. In many applications, the NMX Server,
may not have access to the Internet for the connection with NTP pool. It is not recommended that you
use the NMX PC's free running clock local time as the reference timing for the NTP services. With this
NTP architecture, all the Harmonic devices and third-party devices in the video network can be connected
with the Meinberg NTP services on the NMX Server instances. The NTP services on the two NMX Server
instances Servers also provide redundant NTP services (connected through separate physical IPs, not
the single Virtual IP) to the video processing and delivery devices in the network.

Upgrading catalogs after first-time NMX installation
Create a new catalog so that you can restore your backed up catalog to the new catalog.

1. From NMX Domain Manager > Database tab, click the Catalog Management tab.

2. Enter sa in the User Name field and harmonic in the Password field.

3. Select the Remember Login Information check box for NMX Domain Manager to remember your
login credentials while you are working in NMX Domain Manager, then click OK.

4. On the Catalog Management dialog, click New.

5. On the New Catalog dialog, enter a Name and a Description, then click OK.
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6. Select the catalog you want to restore with another catalog.

NOTE:  Restoring a catalog will overwrite the selected catalog.

7. Click Restore.

8. From the Restore Catalog dialog box, click ....

9. Browse to select a catalog to restore.
When you manually back up a catalog, NMX stores it in C:\DatabaseBkup. Automatic daily
catalog backups are stored in C:\DatabaseBkup\DailyBackups. The catalog can be restored
from either location. If your catalog is on another drive or on the Desktop, move the catalog to C:
\DatabaseBkup.

If you will edit the catalog you are restoring, make sure that you clear the Open as read-only check
box.

10.Select Open, then Restore.

11.Click Yes at the confirmation dialog then Log in to confirm the catalog upgrade: sa/harmonic

12.Click OK and then Close.
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Starting the NMX Server
Start NMX Server before opening NMX applications.

1. From the NMX Domain Manager > Home tab, click Start Server.

2. On the message confirming if you want the IP address to match the highest NIC, click OK.
This message appears only for first-time NMX installations, when you start NMX Server for the first
time.

NMX Server processes are started when the toolbar Status displays Server Started.

What to do next
Harmonic recommends backing up your NMX map as soon as you have a working version completed.
Back up the C:\databasebkup file to another location, away from the local disks of the Electra X2S
platform, using FTP or Remote Desktop copy-and-paste. This protects against a storage medium failure
and allows you to quickly restore service if the hardware requires replacement.
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NMX Designer: building a network group and service
plan

Quickly create and configure video network topologies, service plans, and service delivery with NMX
Designer network templates and GUI.

• About NMX network groups
• Building a broadcast video network group from a template
• About NMX service plans
• About connecting and activating services
• About creating batches

About NMX network groups
A network group contains all the physical and logical devices for video delivery system input, processing,
and output.

NMX Designer provides a variety of pre-configured, network group templates, such as Broadcast or IPTV
templates, in default configurations. You can start with a pre-configured template and customize it by
changing the default number and type of devices from the network group’s Properties page, or start with a
blank network map and manually add and connect devices.

From NMX Designer > Network tab > <Configured Network Group>, you can click a device and review
or change its properties in the Properties panel on the right.
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NMX network group templates
The NMX Designer provides configured network templates to help you quickly create different kinds
of video networks. Select a network template and adjust the properties to best fit your system. Once a
network group is created, you can save it as a new network template that can be reused through the
Custom category of network templates.

Building a broadcast video network group from a template
Create a typical broadcast video network group with the IP DiviTrack System network group template.

1. Double-click the icon to open NMX Designer.
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2. To create a broadcast network group, go to NMX Designer > Network tab.

a. Select Create Network Group > Broadcast > IP DiviTrack System.

b. On the General Properties panel, complete the fields for the network group, or accept the network
group’s General Properties page defaults, then click Create.
The IPTV network group appears on the map.

c. Double-click to open the network group.
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NMX Designer device icons on the network are grey colored and do not reflect device or service
alarms. You can double-click a device to see the back panel and change or add input and output
cards. Or, make device property changes by clicking the device on the map, and adding the change
to the property page that opens on the right. Click underlined fields on the property page to go
directly to the Spreadsheet, where you can make changes to multiple fields at one time.
To see and configure all your network devices from one page, click the vertical Spreadsheet tab,
below the vertical Network Map tab at the left.
The Spreadsheet tab simplifies configuration for larger broadcast networks, allowing you to
configure encoder, multiplexer release numbers, and connection properties from a single location.

TIP:  To navigate or return to the previous screen, use the Breadcrumb (below the
Ribbon bar) or from the Network Map tab, click the green arrow at the upper left.

d. To configure platform settings, click Please select a view, then select Platforms.
e. To make changes to a single device, click the check box next to the device, make the change, then

click Apply Changes.
f. To set all the device network addresses at one time, click the check box on the Bulk Set row, add

an address in the Bulk Set Network Address cell, then press Enter.
A series of addresses are added for the devices.

g. Select to Online all the devices at one time by selecting True from the drop-down list under Online
on the Bulk Row Set row, then press Enter.

3. Click Apply Changes when you are finished.

4. Click the Network Map tab, then click Yes to save your changes.

5. Click Apply, then from the Network Map, click Spreadsheet..
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6. Click Please select a view, then select IP Ports and configure your ports.

7. Click Apply Changes, then click Save if prompted to save your changes.
NMX backs up your network devices and services nightly and saves them to C:\DatabaseBkup
\DailyBackups

8. If you want to create a network or device template based on your working network or device's
configuration for re-use, right-click the network or device and select to Save Template to a safe
location.
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About NMX service plans
A service plan defines the input services, stream processing, and output services that flow through your
broadcast video network devices.

Create Service Plans from NMX Designer > Service tab > New Service Plan.

On the Properties panel, click underlined fields to go directly to Spreadsheet, where you can make
multiple field changes at one time for devices, ports, transports, and streams. When a check box name is
underlined, you can right-click the name and select Go to Spreadsheet.

Building a service plan
Build a service plan by defining your inputs, stream, and output options.

1. To create a new service plan, from NMX Designer, select the Service tab.
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2. Under the Inputs panel, change the New Service Plan name to a meaningful name for this service
configuration.

a. To create services, under Inputs, right-click Transports and select Add Transport.
b. Specify the transport’s Input Signal/Protocol, Device Type, and Transport Name, then click OK.
c. Right-click the transport and select Add Service.
d. Name the service, select check boxes to specify the services it will include, then click Add.
e. When you are finished, click OK, then click Apply Changes.

3. Under Outputs, right-click your service plan and select Add Transport.
a. Specify the transport’s Output Signal/Protocol, Device Type, Transport Name, and Mux Group,

then click OK.
b. Use Drag and Drop to quickly create output services for all your services.

Example: Select and drag your input service(s) to the output transport, and drop them when the
arrow and Drop In text pops up.

4. Under Input Services, right-click Inserted Data and select to Add PSI-Internal Group.
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5. When you are finished creating and configuring input and output services, click Apply Changes.
The Inputs/Outputs for your services are created.

After you click Apply Changes, you can choose to save a snapshot (restore point) for the current
configuration, before your change is applied. The red exclamation marks indicate that your services
are not yet connected to the network. Disabled service names have light gray, italicized text.

6. If you are using DiviTrack, set the STC Pool IP Addresses.
a. At the lower right, click the Pool tab.
b. Right-click your Outputs service plan and select Add Pool.
c. Specify the DiviTrack Pool’s name and group, then click OK.
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7. From NMX Designer > Service tab, click Spreadsheet at the left.

a. Click Please select a View > Pool view > System Time Clock (STC) Multicast Table and specify
your STC Pool Multicast IP and Port settings for each MUX group.

b. Click Please select a View > Transport View > Output IP > ProStream > All and specify the
Destination IP address and the Destination Port.

c. When you are finished, click Apply Changes.
You can now connect your services to your network hardware from the Flow tab.

Exporting a service plan
Export your service plan for re-use or to keep a backup copy offline.

1. From NMX Designer, select the Service tab.

2. Select Export > To File (.map).

3. On the Export Service Plan dialog, browse to the folder where you want to store your service plan
maps.

4. In the File Name field, type the name of the service plan map.

5. Click Save.
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Importing a service plan
Import an existing service plan from backed up services.

Before you begin
To import a service plan, you must have a network selected, and no existing service plan can be open.

1. From NMX Designer, select the Service tab.

2. Select Import > From File.

3. From the Open dialog, browse to your service plan .map file, select it, then click Open.

4. After you make any adjustment to the configurations as needed for your network requirements, click
Apply Changes.

Result:  Your imported service plan is ready, and you can connect and activate the services from the
Flow tab.
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About connecting and activating services
Connecting your services to the network ties your configured network hardware to your configured service
plan. Services are provisioned when you activate the service plan from the NMX Designer > Flow tab.

On the Flow tab, the red exclamation marks indicate unconnected services under Input Services and
Output Services.
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Connecting and activating services
Connect your services to your network group hardware from the NMX Designer Flow tab, then activate
the service plan to begin service flow.

1. Open NMX Designer > Flow tab.

On the Flow tab, the red exclamation marks indicate unconnected services under Input Services and
Output Services.

Selecting a service displays the number of unconnected streams, highlighted in yellow.
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2. Under Input Services, select and drag each input transport over its corresponding device input icon
on the network map.
You can Ctrl + Click to select more than one service to drag and drop.
a. Drop each transport onto the input icon when Connect To appears over the input.
b. On the NMX Designer > Flow tab > Connect Service to Network Element dialog that opens,

confirm that your services are connected to the correct card or port.

You can see that the service is connected to Output Card - 001. If you have multiple device ports
and services, you can move service connections from one port to another. To show the service
connection associated with a device, under Input Services, right-click the device transport and
select Connection.

3. To remove a service from the output, on the Connect Service to Network Element dialog, right-
click the service and select Remove Services. When the service re-appears on the dialog (with a red
exclamation mark) under Connect to Network, you can drag it to another port.

4. When you are finished, click the red X at the upper right to close the dialog.

5. Under Output Services, select, drag and drop each output transport over the output icon when
Connect To appears over the output.

6. On the Connect Service to Network Element dialog, confirm that your services are connected to the
correct card or port.

7. Click the X at the upper right to close the dialog.

8. Under Input Services > Inserted Data, drag the PSI Internal data icon onto the PSI icon on the
network map.

9. On the Connect Service to Network Element dialog, review your service, and click the X at the
upper right to close the dialog.
When all connections are made, selecting the input service at left will highlight the output on the right.
The services are connected when the red exclamation marks are gone.

10.When you have added all the input services, click Apply Changes to commit your changes now.
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11.From NMX Designer > Flow tab, click Activate Service Plan.

Your services are activated when Deactivate Service Plan is active.
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12.Open NMX Operator > Home tab to check network connectivity and alarm status.

About creating batches
Timeline batches are pre-recorded commands that make changes to service plans that you can schedule
to begin or end at a specified time or times.

The scheduling area in the middle is the Timeline table.
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Figure 3-1: Timeline Tab

You might use a Timeline batch to Timeline switch daily from daytime programming to late night
advertising. For example, you could create a batch to schedule programming to run daily at 12:30am.
Then, to switch back to normal programming, you could create another batch and schedule it to run daily
at 7:00am.

Creating batches with Macro mode saves just the changes to the service plan. When the batch is
executed, the individual commands run in the order you specified. Create Macro batches to execute a
small number of changes to a service plan whose state at the time of change is known.

Creating batches in Service Plan mode saves the full service plan, along with the commands you
recorded to change it when you create the batch. When you execute a Service Plan batch, the batch
makes the changes (the full service plan and the changes) active. Create batches in Service Plan mode
as a clean slate approach, for batches with a large number of complex changes or for changes to a plan
whose state is exactly the same as it was at the time the batch was created.

Creating a batch
Create batches from the NMX Designer > Timeline tab using the Macro mode or Service Plan mode.

Before you begin
Before creating batches, you must have a network group and an associated, configured service plan.

IMPORTANT:  The automated batch scheduling functionality in earlier NMX releases (in
Automation Server) is now incorporated in the Timeline tabs in NMX Designer and NMX
Operator.

1. Click the Create Batch button and select Macro or Service Plan.

Result: The current service plan appears in the Create Batch dialog box. By default, the Inputs/
Outputs Editor View is selected, and the service plan inputs and outputs appear in tree format. You
can work in the Inputs/ Outputs Editor View, or you can select Spreadsheet to make changes in the
Spreadsheet editor.
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2. Give the batch a meaningful Name, so that you can understand its purpose without having to open it.

Result: The Description field defaults to the time and day the batch was created. Keep this
information, and append any other descriptive information to the field, which holds more information
than the Name field.

3. Make the changes to the service plan that you want to occur when the batch runs.

4. Click OK to save the batch.

5. You may want to create an additional stored batch, based on the modified Service Plan, which is
useful if you are changing something that will need to be changed back to normal by another batch.
Example: Create an additional batch based on a service plan if you're making a change to nighttime
programming that will need to return to daytime programming in the morning.
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NMX Operator: monitoring network services

From NMX Operator, review devices, services, events, and configuration changes, and monitor and
troubleshoot the network without the risk of affecting services, topology or system integrity.

NMX Operator is dedicated to monitoring and troubleshooting a live NMX system. From NMX Operator,
you can monitor the network and performance, view network status and alarms, create and schedule
Timeline batches, and make configuration changes.

For detailed information about monitoring network services and alarms, see the NMX Online Help and
NMX Release Notes.

• NMX Designer and NMX Operator tasks comparison
• About monitoring network status
• About resolving alarms with NMX Operator
• Getting device logs
• About scheduling batches
• About monitoring network performance
• About bulk configuration changes

NMX Designer and NMX Operator tasks comparison
NMX Designer and NMX Operator tasks complement each other. Creating or deleting devices, streams,
services, and links are accomplished from NMX Designer, but other tasks overlap.

Individual Operator user accounts can be modified for different kinds of access required for your system
from NMX Domain Manager > Tools > User Accountstab.

Table 4-1: NMX Designer and NMX Operator Tasks Comparison

NMX Operator NMX Designer
Monitor and manage network services changes
and alarms

Design and create network groups and services

Create and configure alarms Create and configure networks, devices, and
services

View Timeline alarms, events, and
configuration changes

Activate/deactivate services

Set, modify, execute, and view Timeline
batches

Create, import, schedule, execute, delete, and
view Timeline batches
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NMX Operator NMX Designer
Change device properties and online/offline
devices

Change device properties

Edit device details in Spreadsheet Edit device details in Spreadsheet

Save device/service details to a file (from
Spreadsheet)

Save device/service details to a file (from
Spreadsheet)

About monitoring network status
The NMX Operator Home tab provides a pictorial overview of your network hardware and services'
status.

The NMX Operator > Home tab Alarm View provides access to viewing/toggling the active service path,
the network map, checking device configuration, changing device properties, and viewing alarms.

NMX provides a visual indicator of the active service path (stream flow) on the network map. After you
have activated a service configuration and NMX has provisioned the streams on network hardware, the
service path used by the hardware is highlighted in green. Use the Toggle Service Path button on the
NMX Operator Ribbon bar to show and hide the service path.

If your network uses switches between source devices and encoders, and/or between encoders and
multiplexers, NMX decides what hardware each stream uses. The service path allows you to see how
NMX provisioned the hardware. If a failover/switchover occurs, the new active service path for the backup
device(s) is automatically shown. Selecting any node from the Tree View automatically (syncs) highlights
the active service path.

Monitoring network status
View live network status on NMX Operator when your service plan is active and all devices are online.

1. On the NMX Operator > Home tab, click Toggle Service Path to check your service flow.
Green links indicate the active, flowing service path. Black service links indicate services are not
flowing; orange service links indicate the backup service path.
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2. Right-click any alarm object and select Alarms > Current to display the Alarm View, or select an
object and click Current, on the Ribbon bar.

The Alarm View displays alarms for the selected object. You can move the Alarm View using the
drop-down arrow, and Float, Dock, or Close the view. The color of the alarm bullet specifies the
severity of the alarm. Device icons in the map change color to indicate the state of a device.

3. On the Alarm View, click the + sign to the left of the alarm to display more information.

4. Review the alarm Description, Fault Object, and Recovery Tip for pointers to help you resolve the
alarm.

5. After you have corrected any issues and resolved the alarm, refresh the network, and click Toggle
Service Path to check service flow.

About resolving alarms with NMX Operator
Alarm fields identify and/or exclude issues to help you resolve alarms.

While every NMX network is different, and alarms are unique to your network, services, and configuration,
adhering to several strategies can help you resolve alarms. NMX categorizes alarms as specific or
generic. Specific alarms have one fault object; generic alarms include “generic” in their name and indicate
more than one fault object.

On the Timeline table, alarms, events, and configuration changes appear in the order in which they
occurred, so it is easier to track issues when they are raised. When you select an alarm, event, or
batch on the Timeline table, details are displayed in the Details page. NMX alarms provide information
designed to point you to the alarm object(s) so that you can investigate further.
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About specific and generic alarms
NMX categorizes alarms as specific or generic. Specific alarms have one fault object; generic alarms
include “generic” in their name and indicate more than one fault object.

NMX tracks four kinds of generic correlated alarms. The generic alarms provide an indication of problems
occurring in the network map and service views. If the alarm is asserted on a service, it will be correlated
to the port (an object in the topology view). If the alarm is asserted on a network object, it will be
correlated to the service object (service view).

There are four kinds of correlated alarms:

Generic Transport
Fault

Occurs when the GbE Socket Not Active alarm is raised on a transport. The
alarm is correlated to the port through which the transport flows.

Generic Service
Fault

Occurs when the Provision Error alarm is raised on a service; the alarm is
correlated to the port to the port through which the service flows.

Generic Profile Fault Occurs when an alarm is raised on an input/intermediate stream; it is correlated
to the port.

Generic Route Fault Occurs when an alarm is raised on an input/intermediate stream; it is correlated
to the output stream.

Resolving alarms
Alarm fields help determine the issue and resolve alarms.

1. Click the Details button in the Ribbon bar to ensure that the Details page is open.

2. Click an alarm, event, or batch on the Timeline table. Information for the selected item is displayed
in rows in the top half of the Details page, and additional details for each item are displayed in the
bottom half of the page. For Configuration Changes, an additional Details button appears that you
can click to view the XML that outlines the configuration change.

3. Review the Alarm fields. While every alarm is different, these alarm fields provide the best direction to
help you resolve the alarm.

Description Indicates the alarm definition, offers a possible cause, and gives you a fault
object.

Fault Object Indicates the object or the sub-object of either a physical device (device,
card, or port) or a service. Knowing the fault object offers one place to look
for problems.

Recovery Tip Provides additional information about the alarm.

Service Affecting Specifies whether the alarm is configured to trigger a redundancy switch. If
the alarm is service affecting, it may cause a redundancy switch, which is
another clue.

IP Address Specifies the IP address of the device where the error occurred. This is
important on a site level where you see all the alarms.

Site Indicates the site where the error occurred.

Platform Indicates the physical component, for example, an encoder, a remultiplexer,
or a switch.
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Assert Time Indicates the server PC time the alarm occurred.

Fault ID Indicates the identifier used to identify this alarm in the database log.

4. Review the Timeline table.
In some cases, another event, such as something in the source might be causing a service outage
and redundancy switch. It is important to first figure out if you have an issue.

5. If there is an issue, check the Timeline table to see what other events occurred during that time
period. After you have checked the Timeline table for other clues, then drill into specific alarms.
Example: If redundancy was triggered, the issue might be on the primary service, which you cannot
see because the service is switched to backup.

6. Now check the fault object on the alarm.
Example: Check the Properties page of the fault object.

7. Continue drilling down and eliminating probable alarm causes. Remember to check your hardware for
power and network connectivity.

Getting device logs
Get devices logs from the shortcut menu in NMX Operator.

1. From the NMX Operator Home page, right-click the device and select Get Device Logs.
It could 1-2 minutes for the logs to generate.

2. Save the logs to your local computer.

3. Send the logs to Harmonic technical support.

About scheduling batches
Timeline batches are prerecorded commands that make changes to service plans that you can schedule
to begin or end at a specified time or times.

From the NMX Operator > Timeline tab, operators can view, modify, and schedule batches, and view
configuration changes, events, and alarms for the time period selected in the upper Timeline table. The
lower Timeline table is a range finder to adjust the focus of the upper Timeline table. The correlation of
configuration changes, events, and alarms is a critical tool in resolving inprogress network issues and
alarms.
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Scheduling a batch
Schedule Timeline batches by double-clicking the cell in the Timeline table at the intersection of the
batch row and time period column in which you want the batch to execute

1. Set the Timeline parameters to the appropriate zoom level using the Hours, Days, and Months in the
toolbar.

2. Find the row of the batch that you want to schedule in the list on the left of the Timeline table.

3. Locate the time period that you want the batch to run in by finding the appropriate time column using
the time and date headings across the top rows of the Timeline.

4. Double-click the cell that is at the intersection of the batch row and time column in which you want the
batch to run.

5. The Schedule Batch dialog box opens, where you set the properties for batch execution:
a. Check the Execute Now box to run the batch immediately after you click the Submit button.
b. Set the Schedule Time parameters if you want to run the batch at a different time in the future than

the one you selected in the Timeline table.

6. Select Auto Pre-roll to have NMX estimate the lead time required by the server in seconds, prior to
execution time, for the server to begin processing the batch and executing the commands to ensure
that the change is made at the precise time.

7. Set Pre-roll seconds to manually specify the lead time required in seconds, prior to execution time, for
the server to begin processing the batch and executing the commands to ensure that the change is
made at the precise time. For example, a batch may be set to execute at 12:00 am, but due to system
overhead, it may be necessary to adjust this value to account for inherent delays in the NMX Server or
affected hardware so the desired mode change occurs precisely at 12:00am.

8. Select Recurring Execution if you want the batch to execute on a repeating schedule.

9. Set Repeat Every to the number of hours, days, weeks, minutes, or seconds that you want for the
associated recurrence interval.

Result: The Details panel shows the Service Plan inputs and outputs. Macro batch details show the
commands in an XML code window. Selecting Pre-roll or Auto Pre-roll on a Service Plan batch has
no effect.
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About monitoring network performance
Observe and isolate issues from the NMX Operator > Dashboard tab.

The Dashboard collects troubleshooting data in real-time and provides a high level view of system status
in a single screen with these sections:

Streams • Transports: Number of transports in use.
• Statmux pools: Number of Statmux (DToIP systems) pools in use.
• Services: Number of services in use. The used and maximum number of

available transports/pools/services display in the progress bars.

Hardware • Network Groups: Number of network groups in use.
• Devices: Number of devices currently in use.
• I/O Ports: Number of I/O ports currently in use. The used and maximum

number of available networks/devices/ports display in the progress bars.

NMX Server • Domain IP: IP address of domain server.
• NMX Version: NMX Server version.
• NMX Redundancy: Status of NMX redundancy. Not available is displayed

when redundancy is not configured.
• Up Since: Date and time that the NMX Server has been in operation.
• Scheduled Batches: Number of scheduled batches in queue.
• Failed Batches: Number of failed batches run in the current session.

NMX Server Key
Performance Index
(KPI)

• CPU: Percentage of the CPU being utilized.
• RAM: Percentage of RAM currently being utilized.
• HDD: Percentage of server hard disk space being utilized.
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Viewing network performance
1. From NMX Operator, click the Dashboard tab.

The Dashboard window opens.

2. From the Dashboard, click a numbered Alarm button.

Result: Details for the selected group display.

3. Click the + symbol to reveal the information content of that object, then click the check box next to the
object of interest.
Example: When NMX Operator > Dashboard > Network Groups is selected, and the check box for
the IP FLEX DT NG is selected, the object information displays.
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4. Depending on the object you selected, different tabs appear in the window.
a. Select the Network Groups tab. The Dashboard displays the networks affected. Click the +

symbol to reveal the services data.
b. Select the Services tab. The Dashboard displays the services affected. Click the + symbol to

reveal the services data.
c. Select the Devices tab. The Dashboard displays the devices affected. Click the + symbol to reveal

the devices data.
d. Select the Alarms tab. The Dashboard displays all of the alarms associated with the selected

transport.
e. Select the Audit Log tab. Related audit data is displayed.
f. Select the XML tab. The Dashboard displays the related XML file describing the current selection.
g. Select the Analysis tab. The Dashboard displays troubleshooting tips related to your current

selection that may alert you to check your input cables or your sources.
h. Select the Export tab. Information on exporting a troubleshooting package for customer support is

described in the next procedure.

Exporting a troubleshooting package
Export, save, then send log files concerning your network issue to Harmonic Technical Support.

1. From the Dashboard, identify the group from which you want to export a package.

2. Click the group (numbered) button to maximize that group's view.

3. Click the check box next to a device.

4. Select the Export tab.

5. Choose the package output destination: E-mail, FTP, or Server Location.

6. Enter the appropriate information.

7. Enter a package file name. A filename (with time and date information) is automatically provided.

8. Enter the catalog's SQL User name. (sa is the default.)

9. Enter the catalog's SQL Password. (harmonic is the default.)

10.Click Generate Package.
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About bulk configuration changes
Spreadsheet provides for bulk set configuration changes for platforms, devices, and ports.

The NMX Operator > Spreadsheet or NMX Designer > Spreadsheet tab allows you to make single or
bulk set configuration changes at one time, in one place. On the Spreadsheet tab, Spreadsheet View
allows you to review multiple devices and services configuration properties in one place. This makes it
easy to use Bulk Set to change multiple properties at the same time.

Spreadsheet displays elementary streams, services, transports, and statistical multiplexing pools.
Settings that you can configure include, but are not limited to, input, output, encoding, and redundancy
properties.

Making bulk configuration changes
Make bulk configuration changes to your devices and services from the NMX Operator > Spreadsheet
tab.

1. In NMX Operator or NMX Designer, click the Spreadsheet tab.

2. On the Breadcrumbs bar, click Please select a view, then select the view in which you want to make
changes.

3. Click the check box next to Bulk to make bulk changes, then enter the bulk information you want in the
first row above the column in which you want to make bulk changes, or, click the cell for the field you
want to change and enter the new setting.

4. Remember to click Apply Changes when you are finished.
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Troubleshooting NMX

Troubleshoot installation configuration issues, such as NMX redundancy or the NMX Bootp process after
you have started the NMX Server .

• Connecting NMX to VOS after upgrade
• NMX redundancy
• NMX Bootp process and Cisco switches
• SNMP reset
• Getting device logs
• Sending log files to Harmonic Technical Support

Connecting NMX to VOS after upgrade
When the upgrade to NMX 8.5.0 is complete, the VOS SW Cluster appears in a Timeout state within the
NMX Operator. The alarm "Device timed out : Unauthorized VOS client credential" is displayed. This
short procedure will connect NMX 8.5.0 to the VOS SW Cluster.

You will need to obtain the Client ID and the Secret ID for the VOS SW Cluster to perform this procedure.
Make sure you obtain them using the Client Credential mode; do not use the Authorization Code.

1. Go to the NMX Designer.

2. Open the properties for the VOS SW Cluster.

3. Enter the VOS Client ID and the VOS Secret ID in the appropriate fields.

4. Click OK.

NMX redundancy
There are several quick fixes to some common NMX redundancy setup and NIC issues.

• If NMX redundancy setup fails.

◦ Check to make sure that the NTP server is running on both primary and backup machines, and that
preferably, both machines are pointed to the same NTP server. You can point both the primary and
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NMX Bootp process and Cisco switches

backup machines to the Primary NMX IP itself. Check to make sure that NetTime is configured with
SNTP and port 123, and that the NTP server has a valid server IP.

◦ Check that both the Primary and Backup server are configured with the same time and time zone;
the redundancy wizard does not check for the same time zone.

◦ You can save the NMX redundancy validation log files as XML files and send them for further
debugging and investigation to Harmonic Technical Support.

• If the Domain Manager GUI displays a Replication Failed alarm after setting up redundancy, then it
could be an issue with the Network Interface Card (NIC property). Follow these steps to correct the
NIC priority:

◦ Change the NIC order by opening the Control Panel > Network and Sharing Center > Change
adapter settings > Connection.

◦ Right click the connection and select Properties > TCP/IPv4 > Properties  > Advanced... .
◦ Uncheck the Automatic metric box, and then enter the desired number representing the NIC order

you want in the Interface metric field.
◦ Click OK to save your changes and then restart the machine.

NOTE:  In Windows 2019, the NIC priority is determined using the metric value in
the IPv4 settings of the adapter. NMX uses this metric value to determine the highest
priority NIC. You have to configure the lowest metric value to the NMX management
NIC.

To help you and Harmonic Technical Support identify any NMX issues, the DomainManager.log file is
generated with any critical failures and saved to: C:\ProgramData\Harmonic\NMX\SharedFiles
Send it to Harmonic Technical Support for further debugging and investigation. NMX Bootp Process and
Cisco Switches

NMX Bootp process and Cisco switches
Common NMX fixes to the Bootp process and Cisco switches.

For the NMX bootp process to complete on start up, Cisco switch interfaces must have spanning tree
portfast enabled on each switch interface to which the encoders are attached.

spanning tree portfast is a command unique to Cisco switches that allows video traffic to
flow through the switch first, before performing the spanning tree algorithm. With spanning tree
portfast enabled, the switch will forward video traffic immediately, then check for network loops,
allowing the bootp process to complete. Otherwise, the switch will check for network loops first and then
start forwarding video traffic, by which time the encoder has stopped sending bootp requests.

SNMP reset
The NMX installer will reset the SNMP service permitted managers unless they have been previously
configured.

The NMX installer will reset the SNMP service permitted managers to 127.0.0.1 if they are not already
configured. This change was necessary to harden the NMX server security by restricting SNMP service
exposure. If the SNMP service permitted managers have been reset, you will need to configure the
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permitted managers to allow external SNMP managers to communicate with the SNMP service running
on the NMX server. The permitted managers can be viewed and/or changed from the following location:

services.msc > SNMP Service Properties > Security tab > Accept SNMP packets
 from these hosts

Getting device logs
Get devices logs from the shortcut menu in NMX Operator.

1. From the NMX Operator Home page, right-click the device and select Get Device Logs.
It could 1-2 minutes for the logs to generate.

2. Save the logs to your local computer.

3. Send the logs to Harmonic technical support.

Sending log files to Harmonic Technical Support
Export, save, then send log files concerning your network issue to Harmonic Technical Support.

• For critical failures, the DomainManager.log file is generated and saved to: C:\ProgramData
\Harmonic\NMX\SharedFiles

• To export and send alarms logs (as .xml files) to Harmonic Technical Support, go to NMX Operator >
Dashboard > Export Logs. Click Export Logs, specify the package type and destination, and click
Generate.

• If your backup configuration validation fails, go to: NMX Domain Manager > Server Fail Safe tab >
Validate Backup Configuration. Click Save to save the redundancy validation log files as .xml files.
Then, send them to NMX Technical Support.

• To view the last 10,000 actions of all users and system operations, go to: NMX Domain Manager >
Home tab > Audit Log > Audit Log View. Click a column to sort the data, or click Save to save the
data as a .csv file.
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Harmonic Technical Assistance Center contact information

A list of phone numbers, e-mail addresses, and important links for the Harmonic Technical Assistance
Center (TAC).

Table A-1: Harmonic Technical Assistance Center phone numbers and email addresses

Region Telephone Technical
Support

Email

Americas 888.673.4896
(888.MPEG.TWO)
408.490.6477

support@harmonicinc.com

Europe, the Middle East and
Africa (EMEA)

+44.1252.555.450 emeasupport@harmonicinc.com

India +91.120.498.3199 apacsupport@harmonicinc.com

Russia +7.495.926.4608 rusupport@harmonicinc.com

China +86.10 5798.2626 chinasupport@harmonicinc.com

Japan +81.3.5614.0524 japansupport@harmonicinc.com

Asia Pacific (APAC) – Other
Territories

+852.3184.0045
+65.6542.0050

apacsupport@harmonicinc.com

Support URLs

Report an Issue Online: https://www.harmonicinc.com/technical-support/report-issue/

Technical Support: https://www.harmonicinc.com/technical-support/

Software download location for Cable Edge products

ftp://ftp.harmonicinc.com

Contact Harmonic Technical Publications

techdocs@harmonicinc.com

• Harmonic corporate contact information
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Appendix A: Harmonic Technical Assistance Center contact information

Harmonic corporate contact information
Phone numbers and addresses for the corporate office.

Harmonic corporate address

2590 Orchard Parkway
San Jose, CA 95131
U.S.A.

Harmonic corporate telephone numbers

Tel. 1.800.788.1330 (from the U.S. and Canada)
Tel. +1.408.542.2500 (outside the U.S. and Canada)
Fax.+1.408.542.2511
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NMX communication protocols, ports, and other
requirements

NMX uses a variety of services and ports to communicate with connected components in the headend,
and within the NMX Server itself.

• Management considerations
• NMX communication protocols and ports
• NMX services and protocols

Management considerations
When working with the communication protocols, ports, and other requirements, keep these management
considerations in mind.

Management switch settings

There are no specific recommendations for network settings on the management network. There is just
one important thing to remember: broadcasts need to work between the devices and the NMX servers
to allow BootP to function. In more secure environments, this means that the management network
broadcast domain is kept as small as possible through the use of Netmasks, VLANs and/or routing rules.

Management traffic bitrate

In most cases, there is not much raw traffic to deal with (you can get away with 10-20 Mbps). However,
since the most important protocols (alarms) are running over UDP (SNMP), it is critical that the network
performance is robust enough so that no packet drops occur.

The management traffic bitrate depends on the size of the system. For example: if a device needs to re-
download firmware, it could saturate a 10-20 Mbps link shared with other devices, thus preventing the
alarms from reaching NMX. That is why Harmonic usually recommends remote devices have at least
symmetrical 50 Mbps available, with 100 Mbps being preferred.

Because newer devices, such as ProStreamX and ElectraX, are server-based, you may have issues
when upgrading to a new OS. Sending up to 2 GB through a 50 Mbps link can take a long time.
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NMX communication protocols and ports
Specific services and ports are used to communicate with supported components. The following tables
describe the specific ports used by NMX.

Table B-1: TCP Ports Used by NMX

TCP Port Service Protocol Description
21 FTP TCP FTP

135 DCOM TCP Used by RPC

135 (send) MSDTC TCP Microsoft Distribution
Coordinator to
handle data across
NMX

139 Used by Domain
Agent process

443 ASP.NET HTTPS Used by NMX REST
API, Grid, NMX
Report Center page

445 TCP Used for direct TCP/
IP MS Networking
access without the
need for a NetBIOS
layer

1121 FTPS Used for FTPS
support.

1433 TCP The default port for
SQL Server

1443 HTTPS Used for HTTPS
support.

1500 TCP The port for SQL
Server

1501 Used by
MxsNmgSrv.exe
- Used by XMS
Gateway

1502 Used by
MxsNtfSrv.exe
- Used by XMS
Gateway

2383 Used by
MxsServer.exe
- Used by XMS
Gateway

86



NMX communication protocols and ports

TCP Port Service Protocol Description
3389 RDP TCP Used by MS Remote

Desktop Protocol

4444 Used by Webserver
for aut.xml NMX
Opens this port for
Debugging purpose

5000 NMX open this port
for COM services

5001 NMX open this port
for COM services

5002 NMX open this port
for COM services

5003 NMX open this port
for COM services

5004 NMX open this port
for COM services

5005 NMX open this port
for COM services

5006 NMX open this port
for COM services

5985 RTSP Used for Real Time
Streaming Protocol
(RTSP)

7005 EIS TCP EIS Server

8009 TCP Used by
HLAutomation server

8012 HTTP This is open by NMX
Gateway Service
for file transfer
using URL: http://
localhost:8012/
FileTransfer

8013 HTTP This is open by NMX
Gateway Service for
file transfer using
URL:

http://localhost:8013/
FileTransfer
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TCP Port Service Protocol Description
8080 IIS HTTP Open by NMX for

Grid Used by

HmNmxGateway-
WinSvc.exe|GRID

8088 HTTP Http port for America
Controller

8443 HTTPS This is used by -
AmericaElement-
Manager for TLS
Mutual Autentication
with XOS devices:

8732 HTTP Used by NMX Grid
Debug log service
for subscription.
Exposed URL:

http://localhost:8732/
Design_Time_-
Addresses/-
Grid.Utilities/
RemoteSubscriber/

8850 HTTP Debug viewer port

8878 HTTP Debug viewer port for
em

8879 HTTP EM_VIEWER_-
PORT_NUMBER

8882 HTTP Debug viewer port for
em

8883 HTTP EM_VIEWER_PORT_-
NUMBER for-
DCTELMcontroller

8885 HTTP Debug viewer port for
em

8886 HTTP EM Viewer port for
Newtec Modulator
Element Manager.

8888 HTTP EM Viewer port for
NsgStatisticsManager

8889 HTTP EM viewer port for
AfricaElementManager
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TCP Port Service Protocol Description
8943 HTTPS Used by NMX since

8.3 to communicate
with XOS devices
with Mutual
Authentication (NMI
communication)

9001 SAPI TCP AS2 Server

9197 TCP/IP TCP Communication
channel for
redundancy

9998 HTTP Debug Viewer
port used by
ProvisionManager.

9999 HTTP Debug Viewer
port used by ORS
NetworkLayer

18001 WCF TCPO Gateway, service
transaction, log

18002 WCF TCPO Gateway, service
transaction,
log, MediaGrid
application internal
and external WCF
interfaces

19002 WCF TCPO Gateway, service
transaction, log

19004 HTTP Http port used by
Hmsyslogger

19006 TCP TCP port used by
Hmsyslogger

25000 HTTP This is used by ELCX
devices to connect
with NMX

25100 HTTP Alarm Listening port

38086 TCP Used by
HLDomainAgent
process

47001 Used by Java
process

57001 SIMCOMMUXCONFIG SIMCOM
MUXCONFIG Server
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Table B-2: UDP Ports Used by NMX

UDP port Service Protocol Description
67 BootIP UDP Bootstrap Protocol,

serving IP addresses
to connected devices

69 TFTP UDP For tftpboot remote
access

123 Network Time SNTP UDP port 123: The
SNTP port used by
the Time server.

123 Network Time SNTP Network Time
Synchronizer

137 NETBIOS port uses
this.NETBIOS name
service

138 NETBIOS datagram
service

161 SNMP/s UDP Used for SNMP, third
party monitoring

162 SNMP/s UDP Used for SNMP, third
party monitoring

500 Used for IPSec Site-
to-Site vpn, not open
by NMX

514 Syslog UDP 514

3389 RDP UDP Used by
EuropaDaemon

9660 For NDDS_Transport

9661 Used by HLDomain
Manager Process

9662 For NDDS_Transport

9663 Used by
XMSElement-
ManagerModule.exe

9664 For NDDS_Transport

9665 Used by
ProViewElm-
ManagerModule.exe

9666 For NDDS_Transport
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UDP port Service Protocol Description
9667 Used by:

NewtecModulator-
ElmManagerModule.exe

9668 For NDDS_Transport

9669 Used by:

DCTElmManager-
Module.exe

9670 For NDDS_Transport

9671 Used by:

EllipseElm-
ManagerModule.exe

9672 For NDDS_Transport

9673 Used by:

XMSElement-
ManagerModule.exe

9674 For NDDS_Transport

9675 Used by:

ProViewElm-
ManagerModule.exe

9676 For NDDS_Transport

9677 AsiaPlatformElm-
ManagerModule.exe

9678 For NDDS_Transport

9679 Used by:

SwitchElm-
ManagerModule.exe

9680 Used by:

SwitchElm-
ManagerModule.exe

9681 ModulatorElm-
ManagerModule.exe

9682 For NDDS_Transport

9683 EuropaElement-
ManagerModule.exe
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UDP port Service Protocol Description
9684 For NDDS_Transport

9685 AfricaElement-
Manager.exe

9686 Used by:

AfricaElement-
Manager.exe

9687 Used by:

ThirdPartyElement-
ManagerModule.exe

9688 Used by:

ThirdPartyElement-
ManagerModule.exe

9689 Used by:

HLORManager-
Process.exe

9690 Used by:

HLORManager-
Process.exe

9691 Used by:

HLSvrEventService.exe

9692 Used by:

HLSvrEventService.exe

9693 Used by:

DvAlarm-
ManagerModule.exe

9694 Used by:

DvAlarm-
ManagerModule.exe

9695 Used by:

NsgStatManager.exe

9696 Used by:

NsgStatManager.exe
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UDP port Service Protocol Description
9697 Used by:

HLAutomation-
Server.exe

9698 Used by:

HLAutomation-
Server.exe

9699 Used by:

SNMP service for
communication

9700 Used by:

SNMP service for
communication

9701 Used by:

NMX Designer.exe

9702 Used by:

NMX Designer.exe

9703 Used by:

Harmonic.GUI.Domain-
ManagerUI.exe

9704 Used by:

Harmonic.GUI.Domain-
ManagerUI.exe

9705 Used by:

HmNmxGateway-
WinSvc.exe

23457 Used by:

HLDMSDaemon-
Process
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NMX services and protocols
NMX uses specific services and protocols to interact with the devices it manages, other NMX systems,
and within the NMX Server itself.

Protocol Description

Apache Jserv The Apache JServ Protocol (AJP) is a method/protocol for a web server to
communicate with an associated application server

BOOTIP Bootstrap protocol, serving IP addresses to connected devices

DCOM Distributed Component Object Model

DNS For naming resolution

FTP ftpboot

GIOP The General InterORB (GIOB) Protocol is an abstract protocol by which Object
request brokers (ORBs) communicate

HTTP/HTTPS Used by multiple servers including the NMX Web server

Microsoft-ds Mircosoft-DS is Microsoft Directory Services, it is used for communication and
data transfer by windows over TCP and UDP using port 445, commonly known
as SMB (Samba) over IP

MSDTC For the Grid application only

MSMQ MSMQ is a messaging protocol that allows applications running on separate
servers/processes to communicate in a failsafe manner

MSRPC Microsoft Remote Procedure Call, also known as a function call or a subroutine
call, is a protocol that uses the client-server model to allow one program to
request service from a program on another computer

NetBIOS Network Basic Input/Output System, provides communication services on local
networks; it uses a software protocol called NetBIOS Frames (NBF) that allows
applications and computers on a local area network (LAN) to communicate with
network hardware and to transmit data across the network

RTI Connext DDS An internal event mechanism system for passing events across machines

SNMP Forwarding alarms to higher-level management systems and basic monitoring
of third party devices

SNTP Time synchronization

SQL Server Required for interaction with the SQL Server database

Syslog Remote logging

Other services and protocols used:

• ASP.Net
• Telnet
• SOAP
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Distributing NMX across the firewall

Distribute NMX across firewalls as either a remote client or a super site.

• Overview
• About Configuring the NMX PC
• Firewall and router configuration
• Enabling ports on the firewall/router

Overview
NMX remote client and super site distribution across the firewall have distinct capabilities.

Remote client The ability to launch a client-only application from a separate PC.

Super site The ability to create a single station that aggregates all other NMX Server
instances under it, making it a central point for configuration and monitoring.

In order to support these capabilities, NMX uses various networking protocols for interaction between
clients and servers, and between servers.

In cases where either server or client resides behind firewalls or are only partially accessible to routers,
then distribution capabilities are only available if the network is configured correctly, so that NMX systems
can interact.

There are two alternatives to working around firewall/router issues:

• VPN distribution: A VPN simulates a private network, which enables NMX to interact with other NMX
systems on the same virtual network, using all ports and sockets. If a customer already has a VPN
network, then the VPMN distribution is the simplest solution for NMX distribution.

• Access list distribution: Where there is no VPN available, firewalls and routers can be specifically
configured with a set of IP addresses, sub-nets and ports that will enable NMX systems to interact
with one another correctly. The details for operations needed on the firewalls, routers, and the NMX
machines are described in the procedures that ensure that the distribution of NMX systems functions
properly.
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Protocol overview
NMX uses various protocols to interact with other NMX systems, the devices it manages, and other NMS
systems.

Protocol Description

DCOM Distributed Component Object Model

DNS For naming resolution

SNMP Forwarding alarms to higher-level management systems and basic monitoring
of third party devices

NDDS an internal event mechanism system for passing events across machines

SQL Server Required for interaction with the SQL Server database

SNTP Time synchronization

About Configuring the NMX PC
Configuring the NMX PC involves specifying a fixed range of ports for DCOM, setting up the SQL TCP
listening port, configuring the NMX DDS event mechanism and the firewall and router, and enabling the
firewall and router ports.

Configuring DCOM listening ports
For the NMX client, specify a fixed range of ports for DCOM to use as listening ports.

1. From DOS, type dcomcnfg and then press Enter to launch the DCOM configuration.

Result: The Component Services window opens up.

2. Open the Console Root tree to My Computer.

3. Right-click My Computer and select Properties.
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About Configuring the NMX PC

4. Navigate to the Default Protocols tab.

5. Select Connection-oriented TCP/IP, then click Properties.

6. On the Properties for COM Internet Services dialog, click Add.

7. On the Add Port Range dialog, type the range 5000-5020, then click OK.

8. Make sure the Port Range Assignment and Default Dynamic Port Allocation options are set to
Internet Range (not Intranet Range).
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9. Verify that the port range 5000-5020 is displayed on the Properties for COM Internet Services
dialog.

10.Click OK.

11.Click Apply, then click OK.

Setting up the SQL TCP listening port
From SQL Server settings, you can optionally add more security to the client by setting up the SQL TCP
listening port.

1. Go to Admin Tools > Computer Management > Services and Applications > SQL Server
Configuration Manager.

2. Click to open SQL Server Configuration Manager, then select Protocols for MSSQLSERVER.

3. On the right pane, right-click TCP/IP and select Properties.
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4. Select IP Addresses > IP All > TCP Port.

5. In the TCP Port field, type the new port number: 1600 and click Apply.

NOTE:  Do not modify settings for IP1 and IP2.

6. Select OK on the Any changes made will be saved; however they will not take effect until the
service is stopped and restarted. dialog.

7. Return to SQL Server Configuration Manager > SQL Server Native Client 11.0 Configuration >
Client Protocols > TCP/IP.

8. Right-click TCP/IP and select Properties.
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9. Change the default port to the same value used in the earlier server configuration (recommended
value 1600), then click Apply > OK.

10.Add a new Inbound firewall rule to allow the TCP Port 1600. In case NMX redundancy setup, this
firewall rules needs to be added on the NMX server as well.

Configuring the NMX NDDS event mechanism
Each NMX system requires a unique NDDS ID.

Because you will use specific access lists on the routers and firewalls, ensure that you have a fixed IP
address for the NMX machine, and that the NMX PC account has administration privileges.

1. From the Windows Run line, type hlormanager.ini and then press Enter.

Result: The file opens in Notepad.
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2. Modify the NDDS_DOMAINID parameter in the *.ini file to a unique value across your entire
system.
Example: Assign your Super Site the number “1”, your regional site A the number “2”, and your
regional site B the number “3”.

3. After completing the set up, reboot the NMX PC for the changes to take effect.

Firewall and router configuration
There is a wide range of listening ports that need to be enabled for NMX to function properly. Harmonic
recommends a point-to-point access list, where a list of TCP and UDP ports will be enabled, specific to
source and destination IP addresses.

All NMX systems will have to be included in the source-destination groups. In the example below, there
are three NMX systems. Ports will need to be enabled on source-destination combinations:

• Axx > B (A > B, A1 > B, A2 > B)
• B > Axx (B > A, B > A1, B > A2)
• Axx > C (A > C, A1 > C, A2 > C)
• C > Axx (C > A, C > A1, C > A2)

There are several options for setting this up. One option is to use exact IP addresses. A better alternative
is to define the end points as sub-nets, and therefore allow one sub-net to interact with another across the
network. In the example below, you would set up sub-net A to access subnet B, instead of providing all
the IP addresses of NMX Server instances and clients.
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Figure C-1: Point-to-point network configuration

Router configuration example
This example shows the configuration for a Cisco Catalyst 2600 router.

In the example, three PCs are configured as follows:

• PC A (super site): 192.168.202.111 – (NDDS Domain ID – 1)
• PC B (regional site): 192.168.227.222 – (NDDS Domain ID – 2)
• PC C (regional site): 192.168.224.224 – (NDDS Domain ID – 3)

Disable all

no access-list 100

Setting up access list from A > C

access-list 100 permit tcp host 192.168.202.111 host 192.168.224.224 established

access-list 100 permit tcp host 192.168.202.111 host 192.168.224.224 eq 53 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.224.224 eq 135 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.224.224 eq 1500 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.224.224 range 5001 5020 log

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 eq 135 log

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 eq 161

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 eq 162

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 range 7427 7429 log

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 range 1000 2000 log

access-list 100 permit udp host 192.168.202.111 host 192.168.224.224 eq 1434 log

Setting up access list from C > A

access-list 100 permit tcp host 192.168.224.224 host 192.168.202.111 established

access-list 100 permit tcp host 192.168.224.224 host 192.168.202.111 eq 53 log

access-list 100 permit tcp host 192.168.224.224 host 192.168.202.111 eq 135 log

access-list 100 permit tcp host 192.168.224.224 host 192.168.202.111 eq 1500 log
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access-list 100 permit tcp host 192.168.224.224 host 192.168.202.111 range 5001 5020 log

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 eq 135 log

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 eq 161

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 eq 162

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 range 7427 7429 log

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 range 1000 2000 log

access-list 100 permit udp host 192.168.224.224 host 192.168.202.111 eq 1434 log

Setting up access list from A > B

access-list 100 permit tcp host 192.168.202.111 host 192.168.227.222 established

access-list 100 permit tcp host 192.168.202.111 host 192.168.227.222 eq 53 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.227.222 eq 135 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.227.222 eq 1500 log

access-list 100 permit tcp host 192.168.202.111 host 192.168.227.222 range 5001 5020 log

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 eq 135 log

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 eq 161

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 eq 162

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 range 7427 7429 log

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 range 1000 2000 log

access-list 100 permit udp host 192.168.202.111 host 192.168.227.222 eq 1434 log

Setting up access list from B > A

access-list 100 permit tcp host 192.168.227.222 host 192.168.202.111 established

access-list 100 permit tcp host 192.168.227.222 host 192.168.202.111 eq 53 log

access-list 100 permit tcp host 192.168.227.222 host 192.168.202.111 eq 135 log

access-list 100 permit tcp host 192.168.227.222 host 192.168.202.111 eq 1500 log

access-list 100 permit tcp host 192.168.227.222 host 192.168.202.111 range 5001 5020 log

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 eq 135 log

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 eq 161

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 eq 162

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 range 7427 7429 log

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 range 1000 2000 log

access-list 100 permit udp host 192.168.227.222 host 192.168.202.111 eq 1434 log

Setting up logging of denied ports (for debugging only)

access-list 100 deny udp any gt 0 any gt 0 log

access-list 100 deny tcp any gt 0 any gt 0 log
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access-list 100 deny ip any any log

Anything can leave the network

no access-list 103

access-list 103 permit udp any gt 0 any gt 0 log

access-list 103 permit tcp any gt 0 any gt 0 log

access-list 103 permit ip any any log

Enabling ports on the firewall/router
Set up listening for incoming ports only. Outgoing ports should already be enabled.

1. Enable TCP ports for listening:

◦ TCP port 53: DNS ( an alternative to enabling this port is to update the hosts file under c:\winnt
\system32\drivers\etc directory with the PC name and the IP address ).

◦ TCP port 135: DCOM
◦ TCP port 1500: SQL Server.

NOTE:  If you did not change your SQL port, please enter 1433

◦ TCP port range [5001- 5020]: DCOM
◦ TCP port 8080: Web access and configuration of devices.

2. Enable these UDP ports:

◦ UDP port 135: DCOM
◦ UDP port 161: SNMP
◦ UDP port 162: SNMP traps
◦ UDP port range [7427-7429]: These are used for NDDS initial handshaking.
◦ UDP port range [1000-2000]: The actual NDDS events are sent on these ports.
◦ UDP port 1434: Used by SQL clients to determine the SQL Server TCP port if they are configured

to dynamically determine the port.
◦ UDP port 123: The SNTP port used by the Time server.
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